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Physical

System Architecture Review (SAR)

December 2011
	Project Name
	     

	Agency/Department Name
	     

	Application Name (file system)
	     

	Tactical Planning Tracking #
	     

	Automated Server Application Inventory (ASAI) #
	     


State of New Jersey 

Physical System Architectural Review Document

The purpose of this document is to help OIT evaluate the proposed solution within an architectural framework and help OIT plan for the stated needs in the New Jersey Shared IT Infrastructure (SITI) hosting environment.  The information in this document will help OIT better understand your business requirements and technical needs.

This document is used for the Physical Architecture Review.  While a copy of the document submitted for this review is kept on file as a permanent snapshot, it should be a living document, continually refined and revised to represent the known state of the project.  

Please note that this is a different document format than was submitted for the Logical SAR.  The Business Case Review and Logical SAR documents should be updated and included with this document.  New information should be added as it is identified.  Minor refinements to information approved at the Business Case Review or Logical SAR should be made as necessary (e.g. more accurate transaction counts within an order of magnitude of the original estimate, or a newer server model number).  Information that is significantly different from the previously reviewed BCR and LSAR documents should be clearly noted (e.g. a change in scope, programming language, or a new network topology).
The receipt of this completed document will trigger the Physical System Architecture Review meeting to which all interested parties will be invited to discuss the resources required to support this application.  It will also confirm that the project was developed consistent with the previously reviewed Logical SAR.  Deviations from the logical design must undergo an additional logical system architecture review.  Once reviewed, this document will become part of the system documentation.

Once completed, this package should be submitted to: sar@oit.state.nj.us
Project Identification

	Business Owner:
	

	Name
	     

	Telephone # 
	     

	Email Address
	     

	
	

	Project Manager:
	

	Name
	     

	Telephone # 
	     

	 Email Address
	     

	
	

	Vendor Information:                   
	

	Contact Person
	     

	Contact Telephone # 
	     

	 Contact Email Address
	     

	
	

	OIT Affinity Group:
	

	Primary OIT Contact Person
	     

	OIT Contact Phone
	     

	OIT Contact Email
	     

	Secondary OIT Contact Person
	     

	OIT Contact Phone
	     

	OIT Contact Email
	     

	
	

	Date Document Completed
	     

	Estimated Production Date
	     


	Up to date Business Case Review Document Attached?
	 FORMCHECKBOX 
  YES
	 FORMCHECKBOX 
  NO 

	Up to date Logical SAR Document Attached?
	 FORMCHECKBOX 
  YES
	 FORMCHECKBOX 
  NO

	Any other Physical Design Documents Attached?
	 FORMCHECKBOX 
  YES
	 FORMCHECKBOX 
  NO


List any attached documentation:       
ACTION ITEMS

	
	Action Items from BCR and LSAR Meetings
	Provide Resolution for all Action Items.

If not resolved, explain.

	1
	     
	     

	2
	     
	     

	3
	     
	     

	4
	     
	     

	5
	     
	     

	6
	     
	     

	7
	     
	     

	8
	     
	     

	9
	     
	     

	10
	     
	     


The PSAR document is composed of several sections.  Each question is labeled to indicate if it should be answered for Application (developing or replacing a new system), Technical (adding or replacing new hardware, middleware, infrastructure, access rules, or processes), or Both types of a project.  Please respond to the questions in each section as completely as possible.
	A. Project Information 

	B
	1. Provide a detailed description of the project including the general purpose and scope:
     

	B
	2. What has happened on this project since the last SAR meeting?

     

	A
	3. What is the estimated date to begin application development?       
Has this changed since the Logical SAR meeting?

 FORMCHECKBOX 
  NO          FORMCHECKBOX 
  YES, explain why:       

	B
	4. What is the estimated date to begin testing?       
Has this changed since the Logical SAR meeting?

 FORMCHECKBOX 
  NO          FORMCHECKBOX 
  YES, explain why:       

	B
	5. What is the estimated date to complete the project?       
Has this changed since the Logical SAR meeting?

 FORMCHECKBOX 
  NO          FORMCHECKBOX 
  YES, explain why:       


	B
	6. Have there been any significant* changes to the scope of this project?

 FORMCHECKBOX 
  NO          FORMCHECKBOX 
  YES, explain the change and the impact of the change:       

	B
	7. Have any new significant* risks been identified that will hinder the successful completion of this project? 

 FORMCHECKBOX 
  NO          FORMCHECKBOX 
  YES, explain:       

	B
	8. What is the estimated cost for this project?

Has the estimated cost for this project changed since the last SAR?      FORMCHECKBOX 
  NO        FORMCHECKBOX 
  YES
If YES,  Current FY:  $             Current FY + 1:  $               Current FY +2:  $      

	* For example, the cost has increased by 10% AND/OR the schedule has increased by more than 10% from the last reported update.


	B. Infrastructure

	B
	9. Attach a physical infrastructure diagram for this project if it has not been included as an attachment. 

· Include all components, firewalls, functionally specific servers (email, eforms, etc.), 

· Include all Hardware and Software requirements, as well as a listing of network connections. 

· Indicate physical location of server if all are not located at the same site.

· Indicate which elements exist and which need to be implemented.

· Indicate how the client accesses the application
Sample architecture diagrams are provided in Appendix A, and should be modified to represent the specific infrastructure needs of your initiative.


Insert diagram here:
	C. Server Placement (ISS Hosting, ISS)

	B
	10a. For existing hardware in each environment (integration test, system test, training, production, disaster recovery etc) provide the information requested in the charts below.  

	
	Environment
	Role
(web, app, data, report server, etc)
	Server Name 
	Server  Location

(OIT, Agency, Vendor, Other)
	Administrated By
(OIT, Agency, Vendor, Other)
	New Software
YES or NO

	
	     
	     
	     
	     
	     
	     

	
	     
	     
	     
	     
	     
	     

	
	     
	     
	     
	     
	     
	     

	
	     
	     
	     
	     
	     
	     

	
	     
	     
	     
	     
	     
	     

	
	     
	     
	     
	     
	     
	     

	
	     
	     
	     
	     
	     
	     

	
	     
	     
	     
	     
	     
	     

	
	     
	     
	     
	     
	     
	     

	
	     
	     
	     
	     
	     
	     

	
	     
	     
	     
	     
	     
	     

	
	     
	     
	     
	     
	     
	     

	
	     
	     
	     
	     
	     
	     

	B
	10b. If YES for new software on existing hardware, provide the server name, software name, the name of the individual performing the software installation, and the date by which the installation needs to occur.       

	B
	11. Is there new hardware to be installed?

 FORMCHECKBOX 
 Yes        FORMCHECKBOX 
 No

If YES, complete question 12.


	B


	12. New hardware.  Complete a separate entry for each new piece of hardware.
(List all environments – test, and production):

New hardware installations require a change record that includes the following information for each new server:  hostname, IP address, serial number, make/model, specific bldg location, specific rack

	a. 
	b. Location *:       

	c. 
	d. Date Required:       

	e. 
	f. Has this been procured?       

	g. 
	h. Environment:
 FORMCHECKBOX 
  Integration/ Unit Test 
 FORMCHECKBOX 
  System
 FORMCHECKBOX 
  Staging
 FORMCHECKBOX 
  Production
 FORMCHECKBOX 
  Migrations / Upgrades
 FORMCHECKBOX 
  Disaster Recovery
 FORMCHECKBOX 
  Other:       

	i. 
	j. Role  (Web, App, Data, Reporting, Portal etc) :       

	k. 
	l. Tier:        FORMCHECKBOX 
  Public      FORMCHECKBOX 
  Secure     FORMCHECKBOX 
  Core          FORMCHECKBOX 
  Other:       

	m. 
	n. Administrated by:         FORMCHECKBOX 
  OIT          FORMCHECKBOX 
  Agency      FORMCHECKBOX 
  Vendor        FORMCHECKBOX 
  Other:       
If more than one box is checked, please describe division of responsibilities:       

	o. 
	p. Indicate Make, Model, O/S, Sizing Specs:       

	q. 
	r. Is there software to be installed?
 FORMCHECKBOX 
  YES         FORMCHECKBOX 
  NO
If YES, for new software on new hardware, provide the server name, (if known) software name, the name of the individual performing the software installation, and the date by which the installation needs to occur.       

	s. 
	t. Storage Requirements:       



*If located at an OIT data center (HUB & River Road), work with OIT to complete the following section.
	B
	u. Does the data center have sufficient power for new hardware?  

 FORMCHECKBOX 
  YES         FORMCHECKBOX 
  NO

	v. 
	w. Does the data center have sufficient network ports for the new hardware?
 FORMCHECKBOX 
  YES         FORMCHECKBOX 
  NO

	x. 
	y. Does the data center have sufficient SAN for the new hardware?    

 FORMCHECKBOX 
  YES         FORMCHECKBOX 
  NO

	z. 
	aa. If NO was answered for any of the above, indicate the projected length of time required to address the capacity constraints.       

	ab. 
	ac. Provide the name and contact number of the person who answered this section in the event that follow up action is necessary:        

	F. Network Services (ASET, Information Security, ISS Hosting, WAN)

	B
	13. Are there new firewall rules that will need to be implemented in test or production in order for this system to properly function?  

 FORMCHECKBOX 
 YES              FORMCHECKBOX 
 NO 
If YES, Have the appropriate documents been submitted?

  FORMCHECKBOX 
 YES              FORMCHECKBOX 
 NO 

	A
	14. Does this system require connection to be more than transactionally persistent?
 FORMCHECKBOX 
 YES              FORMCHECKBOX 
 NO 
If YES, identify the needs:
 FORMCHECKBOX 
 Client to Web Server
 FORMCHECKBOX 
 Web to Application Server
 FORMCHECKBOX 
 Application to Database Server

	B
	15. Denote the physical location(s) (destination/end points) from where the application will be accessed.

 FORMCHECKBOX 
 HUB
 FORMCHECKBOX 
 RIVER ROAD 
 FORMCHECKBOX 
 OARS
 FORMCHECKBOX 
 GSN
 FORMCHECKBOX 
 Internet to Internet (accessed from clients home)

	A
	16. Provide Bandwidth requirements.       
For assistance contact Dave Surro at 609-530-6088.


	G. System Monitoring Responsibilities (ESM)

	B
	17. Has all hardware to be monitored by Enterprise Systems Management (ESM) been identified along with the appropriate monitoring or endpoint agents?

 FORMCHECKBOX 
  Yes           FORMCHECKBOX 
  No           FORMCHECKBOX 
  N/A

	B
	18. Have all the appropriate ESM thresholds been established for this hardware?

 FORMCHECKBOX 
  Yes           FORMCHECKBOX 
  No           FORMCHECKBOX 
  N/A

	A
	19. Has the OIT ESM unit at esmSARinfo@oit.state.nj.us been contacted to create the Playbook described in the LSAR for this project?

 FORMCHECKBOX 
  Yes           FORMCHECKBOX 
  No           FORMCHECKBOX 
  N/A


	H. Application Service Level Monitoring (End User Experience Monitoring) 

	A
	20. If the application requires “Application Response Time” Service Level Monitoring, has the application been fully documented as described in the Logical SAR?
 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A
Attach all details for the application.


	I. OIT Operational Services

	B
	21. Is NCC/SCC support required for this project upon implementation?

 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
 FORMCHECKBOX 
  N/A
If YES, what operational support documentation will be provided for this application and where is it located?       


	J. Pre-deployment Application Analysis and Testing (GSN) 

	Pre-deployment testing includes end to end application flow, network behavioral analysis, performance base-lining, response time analysis, URL or web component load sequencing, SQL database call performance and other related real-time and historical trending analysis.  For all application environments deployed at the HUB and River Road Data Centers for Production, Systems or User Acceptance Testing, NJOIT can monitor application performance.  

	A
	22. Has this application undergone a comprehensive Pre-Deployment Analysis using NJOIT Application Service Level Monitoring and Analysis toolsets?

 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
23. If NO, will the application stakeholders agree to schedule a Pre-Deployment Assessment before this application is made operational in the production environment? 

 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO
If NO, explain:       


ENTERPRISE SERVICES
	K. Disaster Recovery

	A
	24. For Recovery Time Objectives less than three (3) days, has the Business Impact Analysis been completed? 
 FORMCHECKBOX 
  YES              FORMCHECKBOX 
  NO                FORMCHECKBOX 
  N/A
If "No", please provide a date when the BIA will be complete:       
http://www.nj.gov/it/reviews/forms/Business_Impact_Analysis_Survey.dot
25. Are Disaster Recovery plans required based upon the Business Impact Analysis?
 FORMCHECKBOX 
  YES              FORMCHECKBOX 
  NO
If YES, please provide a copy of the Disaster Recovery Plan and the Business Continuity of Operations Plan.


	L. Portal Services (ASET)

	A
	26. Does this application use the State of New Jersey Portal?

 FORMCHECKBOX 
  YES               FORMCHECKBOX 
  NO  

If YES, has the portal team been contacted to establish user roles and provisioning? 

 FORMCHECKBOX 
  YES               FORMCHECKBOX 
  NO  


	M. Performance Assessment (QOS)

	A
	27. Explain how and when this application will be stress tested, and who will be participating.

     

	A
	28. Explain how and when this application will be network tested, and who will be participating.

     


	N. Risk and Vulnerability Assessment (Information Security) 

	B
	29. Have potential security weaknesses found through vulnerability assessment been reviewed, prioritized, and mitigated prior to production of this infrastructure, host, or application?
 FORMCHECKBOX 
  YES                    FORMCHECKBOX 
  NO 
If an assessment has not yet been performed, explain why not:      
Provide the name and contact number of the person who answered this question in the event that follow up action is necessary:
     


	O. Data Management Services

	A
	30. Have the data objects of the project been properly classified as to confidentiality, integrity, and availability?  See the Data Management Section of http://www.nj.gov/it/ps/it_architecture.pdf
 FORMCHECKBOX 
  YES                    FORMCHECKBOX 
  NO  
 FORMCHECKBOX 
  N/A
If NO, explain:       

	A
	31. Will data with a high level of confidentiality be encrypted at the database level?

 FORMCHECKBOX 
 YES                     FORMCHECKBOX 
  NO 
 FORMCHECKBOX 
  N/A
If NO, explain:       

	A
	32. Have changes in the Physical Data Model been properly mapped back to the Logical Data Model?

 FORMCHECKBOX 
  YES                    FORMCHECKBOX 
  NO  
 FORMCHECKBOX 
  N/A
If NO, explain:       

	A
	33. If you anticipate that this will replace an existing system that requires data conversion has it been completed?  

 FORMCHECKBOX 
  YES
 FORMCHECKBOX 
  NO

When can the data (old/discontinued/legacy) be removed?       


	P. Production Deployment Requirements

	B
	34. Provide the Change Record number and reason for any changes that have been moved to production or that are pending a move to production.  Change Management Guidelines is located at: http://highpoint.state.nj.us/intranets/oit/services/servicectr/ChangeGuidelines.doc

	1. 
	Change Record #
	Reason

	2. 
	     
	     

	3. 
	     
	     

	4. 
	     
	     

	5. 
	     
	     

	
	     
	     

	
	     
	     

	A
	35. Have you developed an ‘Out of Service’ page, controlled by your application, for planned and unplanned outages?
 FORMCHECKBOX 
  YES                    FORMCHECKBOX 
  NO  
 FORMCHECKBOX 
  N/A
If YES, please provide the URL to access this page:        
If NO, explain:       


	B
	36. Has a risk assessment been performed to determine the level of risk associated with deploying to this to production?

 FORMCHECKBOX 
  YES                    FORMCHECKBOX 
  NO  
 FORMCHECKBOX 
  N/A

If YES, what is the risk level?     FORMCHECKBOX 
  LOW               FORMCHECKBOX 
  MEDIUM               FORMCHECKBOX 
  HIGH

If NO, see the Change Management Guidelines to determine the risk level located at http://highpoint.state.nj.us/intranets/oit/services/servicectr/ChangeGuidelines.doc 

	Q. Other Enterprise Services

	A
	37. Did you plan for the following:

YES

NO

N/A

A. Batch or scheduled processes

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

B. Bulk printing services

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

C. Special printing stock or form design needs

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

D. Workflow

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

E. e-Commerce/Payment Services

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

F. e-mail 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

G. Storage of any non-database files

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

H. File Transfer services

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

I. Media Serving (video, audio etc.)

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

J. Telephony (ex: IVR) services

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

K. SSL certificates

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

38. If a Conceptual Design Document was required by the Automated Records Management Systems Committee (ARMS) has it been approved?
 FORMCHECKBOX 
  YES                    FORMCHECKBOX 
  NO  
 FORMCHECKBOX 
  N/A
If NO, explain:       
If YES, date:      

	R. Next Steps

	B
	39. The next step is the Implementation Review that must be completed and submitted to sar@oit.state.nj.us at least two weeks prior to deployment.  What are the anticipating subsequent next steps?
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	Verify that your Business Case Review and Logical SAR documents are up to date and all Action Items identified at previous meetings have been addressed.  Submit updated documents along with this PSAR document to:

sar@oit.state.nj.us
For review by the System Architecture Review Board.


Appendix A

Sample 3-Tier Architecture diagram 
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Sample Extranet Architecture diagram 
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