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INTRODUCTION

Internet/e-mail access is available to employees of the Department of Labor, and other persons as the Department may specifically authorize. While a direct connection to the Internet can provide opportunities for easy, rapid and efficient global communications and research, it can also create certain risks, including security risks and legal liabilities.  It is important to remember that the Internet/e-mail is not intended for personal use but as a means for employees to conduct State business.   

Excessive, unnecessary Internet usage may also cause network and server congestion.  It slows other users, takes away from work time and ties up shared network resources.  Adequate network resources are essential to support Department mission critical applications.  Many non-business related Internet web sites negatively impact the State network resources (bandwidth), and reduce performance of business applications.  Streaming audio/video sites and those that provide continuous live updates are examples of Internet sites users should not access unless business related.  

An example of streaming audio over the Internet is the live broadcast of a radio station. This type of web site grabs all available bandwidth and uses it for the live broadcast.  A user trying to send application data across the communication line is pushed aside while the streaming audio is sent over the network.  Eventually, it may become impossible to access applications without long waits for the system to respond. Other functions, such as, streaming video, loading Instant Messenger and downloading music MP3 files, can also impact bandwidth and the performance of key business applications.

In order to achieve and maintain maximum efficiency of the State network for the purpose of providing critical services to the public, users are required to comply with the policies setforth in this document, Computer Network and Internet/E-mail Access Policy. In the event of disasters, Internet usage should be restricted so that business applications and systems may be fully functional and operational.

Purpose

This policy delineates management expectations for granting user access rights to the Internet/e-mail, and promotes the proper use of the Internet/e-mail as a business tool.

The Department reserves the right to change or amend this policy. Any change or amendment to this policy is effective upon such publication or distribution.  This Internet/e-mail usage policy is a supplement to the State Policy on Acceptable Use of the Internet for New Jersey Agency Employees and Other Users. (See Administrative Directive 5-01-06.) 

Permitted Use of Internet/E-mail and State Wide Area Network

The computer network is the property of the State of New Jersey and the Department of Labor and is used for legitimate business purposes.  Users have a responsibility to utilize State computer resources and the Internet/e-mail in a professional, lawful and ethical manner.  Abuse of the computer network or the Internet/e-mail may result in disciplinary action, including possible termination, and even civil and/or criminal liability.

Acceptable Use - As with the telephone, limited incidental personal use may be permitted if it does not: a) interfere with work duties, b) consume significant State resources (streaming audio/video, loading instant messenger, or downloading Music MP3 files), c) violate this policy or any other of the State and the Department, or d) interfere with the activities of others.  Personal use of State equipment shall not amount to more than de minimis, occasional use. Users must comply with State and Federal laws and regulations applicable to the Internet, and must adhere to any Internet access conditions or restrictions on use established by the Department.  Personal use of the computer is a privilege that may be revoked at any time.

Computer Network Use Limitations

Prohibited Activity - Users may not access, send, download anything of a sexually explicit nature, etc., or anything that may constitute a violation of the State or Department policies that prohibit harassment, work-place violence and sexual harassment, the Conflict of Interest Law and the State and Department code of ethics. 

Illegal Copying - Users may not illegally copy material protected under copyright law or make that material available to others for copying. Users are also responsible for complying with copyright law and applicable licenses that apply to software, files, graphics, documents, messages, and other material you download or copy. Users may not agree to a license or download any material for which a registration fee is charged.

Accessing the Internet - To ensure security and avoid the spread of viruses, users that access the Internet through a computer attached to the State network must do so through an approved communication link.   A user accessing the Internet directly by modem or other means is strictly prohibited, unless the computer is not connected to the State network, such as a laptop.  Use of a modem circumvents the security of the State network, providing a back door access to hackers.  The Department will take action to remove modems from workstations connected to the State network in order to comply with the State guidelines.

Frivolous Use - Users connected to the State network have the responsibility to conserve these resources. As such, users must not deliberately perform acts that waste computer resources or unfairly monopolize resources to the exclusion of others. These acts include but are not limited to:  sending mass mailings or chain letters, spending excessive amounts of time on the Internet, such as, playing games, engaging in online chat groups, uploading or downloading large files, accessing streaming audio/video files that are non-business related, instant messaging, PC-to-PC web phone and web cameras, or otherwise creating unnecessary loads on network traffic associated with non-business related uses of the Internet/e-mail.

Virus detection - Files obtained from sources outside the State network, including disks brought from home, files downloaded from the Internet, newsgroups, bulletin boards, or other online services; files attached to e-mail, and files provided by customers or vendors, may contain dangerous computer viruses that may damage the Department’s computer network. Users should never download files from the Internet including screen savers, accept e-mail attachments from outsiders, or use disks from non-Department sources, without first scanning the material with Department approved anti-virus checking software. Users should notify the Help Desk immediately at (609) 633-2654 when a virus is suspected.

E-Mail – Specific Prohibited Activities - Currently, e-mail is not a secure way to send confidential or private information.  E-mail should not be used to communicate confidential or personal data about employees, customers or employers.  Information, such as, an individual’s social security number or earnings with a particular employer should not be referenced in e-mail.  The examples listed below are not intended to be exhaustive or exclusive.  A user may not:

· Create or exchange a message that is offensive, harassing, obscene, or threatening.

· Distribute copyright information obtained via e-mail.  

· Exchange proprietary information, trade secrets or any other privileged, confidential, or sensitive information.  

· Register to list servers without proper approval.  Subscription to such a service can result in an overload of received messages directly impacting the performance of the e-mail system.  

· Lobby elected officials.  

· Alter a message or attachment belonging to another user without permission of the originator.  

· Obtain or distribute information about another user that is non-business related, such as, personal interest, hobby, etc. 

· Access another user’s e-mail account without permission from the user or that user’s supervisor.  

· Distribute information that is intended to influence a partisan election or engage in any such activity prohibited by the Hatch Act.

· Compromise the privacy of another user’s password by giving it to others or exposing it to public view. 

· Pursue, obtain, exchange or download information that could cause congestion or disruption of the   
e-mail system, such as audio or video clips.                                                 

· Discipline an employee or convey the nature of one’s personal illness. 
No Expectation of Privacy

Users of Department-owned computers and the computer network specifically authorize the Department to monitor, intercept, read, copy or capture in any manner any information placed on their computer or computer system.  The Department may disclose or use any information monitored, intercepted, read, copied or captured to authorized personnel or law enforcement to be used for disciplinary or civil action or criminal prosecution.
Waiver of privacy rights - Users expressly waive any right of privacy in anything created, stored, sent or received using Department-owned computer equipment or Internet/e-mail access.  In addition, users should not expect that e-mail communications, documents or other information is private.

Monitoring of computer and Internet/e-mail usage - The Department has the right to monitor and log any and all aspects of its computer system including but not limited to monitoring Internet sites visited by users, chat and newsgroups, file downloads, and all communications sent and received by users. The Department also has the right to inspect any and all files stored in secured areas of the network, on computing devices, or any other storage medium provided by Department, such as floppy disks, tapes and CD etc., in order to monitor compliance with this policy.  Any unauthorized or inappropriate use discovered during such monitoring activities shall be formally reported to Department management for determination of appropriate action.  Sending data through the Department’s e-mail system is the same as sending correspondence on an official memorandum or letterhead.

Blocking sites with inappropriate content - The Department has the right to utilize software that makes it possible to identify and block access to Internet sites containing sexually explicit or other material deemed inappropriate in the workplace or those utilizing excessive bandwidth.

User accountability – A Department computer network and Internet/e-mail user will be held accountable for any breach of policy, security, or confidentiality resulting from their use of the State computer network or the Internet.  Such violation of this policy may result in revocation of privilege to use the computer network, criminal prosecution and or disciplinary action up to and including removal.

ATTACHMENT

Computer Network and Internet/E-mail Access Policy

Disclaimer

The Internet is a worldwide network of computers that contains millions of pages of information. Users are cautioned that many of these pages include offensive, sexually explicit, and inappropriate material. In general, it is difficult to avoid at least some contact with this material while using the lnternet. Even innocuous search requests may lead to sites with highly offensive content. Additionally, having an e-mail address on the Internet may lead to receipt of unsolicited e-mail containing offensive content. Users accessing the Internet do so at their own risk and the Department is not responsible for material viewed or downloaded by users from the Internet. To minimize these risks, your use of the Internet at NJDOL is governed by this policy.

Acknowledgement of Understanding

Please sign this signature sheet to confirm that you have received a copy of the Computer Network and Internet/E-mail Access Policy.  Your signature does not indicate agreement with the policy, however, it does indicate you are aware of and will comply with such policies.

Each employee is responsible to read and become familiar with this policy.  Initially, questions about the policy should be directed to the employee’s immediate supervisor or manager.  This policy and any amendments to the policy are effective upon distribution and/or publication. 
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