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School Information
Emergency Entry Instructions for Law Enforcement
Location and Instructions to Silence Fire Alarm During an Emergency
Process to End a Lockdown
School Contact Information
Support Staff Contact Information
Transportation
AGENCY NAME
CONTACT
CONTACT NUMBER
Custodial Staff Contact Information
NAME
TITLE
SHIFT
CONTACT NUMBER
Crisis Response Team Members
NAME
TITLE
RESPONSIBILITY
CONTACT NUMBER
Emergency Contacts (EMERGENCY DIAL 9-1-1)      
AGENCY
CONTACT
NON-EMERGENCY NUMBER
POLICE:
FIRE:
EMS:
OEM & SHERIFF'S OFFICE:
PROSECUTOR'S OFFICE:
County Law Enforcement    
NAME
AGENCY
CONTACT NUMBER
Surrounding Local Police    
NAME
AGENCY
CONTACT NUMBER
State Police/FBI    
NAME
AGENCY
CONTACT NUMBER
Aviation    
NAME
AGENCY
CONTACT NUMBER
(Emergency Restricted Air Space — surface to 18,000' within a 5 mile radius to restrict news helicopters)
IF NECESSARY & AUTHORIZED BY  INCIDENT COMMANDER
Local Hospitals    
HOSPITAL NAME
CONTACT
CONTACT NUMBER
Utilities   
UTILITY
CONTACT
CONTACT NUMBER
Social Services 
AGENCY NAME
CONTACT
CONTACT NUMBER
Evacuation/Reunification Location — School Population
Neighboring Properties
TYPE
LOCATION
OBSTRUCTION
Evacuation
PRIMARY
SECONDARY
Reunification
VIOLENT INCIDENTS
NON-VIOLENT INCIDENTS
School Population
SCHOOL HOURS
BEFORE HOURS
AFTER HOURS
Total Number of Students
Number of Special Needs Students
Total Number of Faculty/Staff
Number of Special Needs Faculty/Staff
Main Student Gathering:
Line of Sight Evacuations or Lockdowns
LOCATION
ADDRESS
TELEPHONE
Aerial Photograph/Floor Plans
Entrance Control
ENTRANCE LOCATION
DOOR # IDENTIFICATION
DOOR SECURITY
Knox Box Location: (Master Keys Inside to All Doors)
Staging Locations
Police
STAGING AREA
ADDRESS
TELEPHONE
PRIMARY
SECONDAY
Fire
STAGING AREA
ADDRESS
TELEPHONE
PRIMARY
SECONDAY
EMS
STAGING AREA
ADDRESS
TELEPHONE
PRIMARY
SECONDAY
TRIAGE
PROVIDE POLICE SECURITY
Media
STAGING AREA
ADDRESS
TELEPHONE
PRIMARY
SECONDAY
Command Posts
ADDRESS
TELEPHONE
INCIDENT COMMAND POST
TACTICAL COMMAND POST
SCHOOL COMMAND POST
Police Traffic Locations
STREET/INTERSECTION
STAFFING LEVEL
DETAIL
TOTAL Staffing Levels:
Building Operation
Hours of Operation
HOURS
LOCATION
MON - FRI  CLASSROOM HOURS
MON - FRI 
BEFORE SCHOOL HOURS
MON - FRI 
AFTER SCHOOL HOURS
WEEKEND HOURS
School Bus Schedule
TIME
TIME
MORNING (Arrival)
AFTERNOON (Departure)
Delivery Services
COMPANY
CONTACT NUMBER
DELIVERY DAYS/HRS
GENERAL SUPPLIES
FOOD/CATERING
VENDORS
WASTE
FUEL
OTHER
Building Design
Bell Schedule/Class
NAME
TIME
Security Systems
Video Surveillance System
LOCATION OF VIDEO SURVEILLANCE CAMERAS
Is the VSS system continuously monitored during school hours?
Is the VSS system digitally or tape recorded?
Is the VSS system real time or time lapse?
Are VSS cameras fixed or PTZ?
Are VSS cameras color or black & white?
Is the VSS system IP addressed?
Command Post and Law Enforcement Staging Areas can be compromised if located in line of sight of VSS surveillance system.
Lighting
Is there exterior security lighting? (Higher for direct, Lower for VSS)
Are parking lots and building  exteriors adequately lit?
Are all lights functional?
Does the lighting interfere with the VSS?
Security Personnel
TITLE
NAME
AGENCY
TELEPHONE
Security Providers
COMPANY
CONTACT NAME
TELEPHONE
Burglar Alarm Company
Fire Alarm Company
Video Surveillance Company
Access Control Company
Cyber Security
Type of Access Control:
Intrusion Detection (Ref. Burglar Alarm Co. Contact Info.)
YES/NO
LOCATIONS (classrooms, hallways, gymnasiums, offices, basement, etc.)
Are motion detectors installed?
Are door contacts installed?
Are glass break detectors installed?
Utility Companies
Sector
COMPANY
CONTACT NAME
TELEPHONE
Electric
Water
Gas
Telephone
Fuel/Oil
HVAC System
Utility Shut-Offs
UTILITY
LOCATION
INSTRUCTIONS
Silencing Fire Alarm
Shutting Off Water
Shutting Off Gas
Shutting Off Electric
Shutting Off HVAC
Alternate Power Supply
Is there a backup (UPS) power supply for the electrical system?
Fuel Storage Locations (Oil/Propane Tanks)
TYPE
LOCATION
HVAC System
UNIT LOCATIONS
HVAC ZONES
SWITCH CONTROL LOCATIONS
Is there a dedicated  ventilation & exhaust  system in the building?
Are low-leakage, fast acting  dampers installed and in  good working order?
Points to Consider:
•    Ducted return air systems offer a limited access point to introduce a chemical, biological or radiological agent. They can be conspicously placed, and therefore, can be observed
•    Non-ducted return air systems allow for the introduction of an agent any place above the dropped ceiling or plenum. Highly efficient filters are important in the system. Replacing this system involves a major renovation.
 For further information, refer to the School Safety Manual: Best Practices Guidelines, Target Hardening for School Facilities Chapter.
School Communication
TELEPHONES
YES/NO
COMMENTS
Does every classroom have a telephone?
Can classroom telephones dial outside?
Does the telephone system have Caller ID?
Are there any pay phones on the property?
PA SYSTEM
YES/NO
COMMENTS
Does the school have a PA System?
Can classroom telephones activate the PA System?
Does the PA System broadcast to every classroom?
Can the PA System be controlled from the main office or remote locations (to deactivate zones)?
Is the PA System audible from all locations during all activities?
HANDHELD RADIOS
CELL PHONES
Cell Phone Assigned To
School Issued Cell Phone Number
School Assessment
Exterior Security
NATURAL & PERIMETER BARRIERS
YES/NO
COMMENTS
Are grounds fenced,  locked, in good condition?
Are gates secured after hours?
If sidewalks provide vehicle access, are there barriers, bollards, or planters?
Are shrubs, plants & trees trimmed and maintained to allow sight line and to restrict roof access?
Are there areas with shadows, blind spots, or obscured observation points around the building allowing places for hiding, vandalism, or criminal activity?
PARKING
YES/NO
COMMENTS
Are designated parking areas for staff, students, and visitors?
Is there reserved parking, parking procedures, or parking permits issued to students and staff?
Is signage present directing visitors, staff, students; designating main entrance & parking, bus loading & drop off, receiving and/or vendor deliveries?
Are vehicles physically checked for authorization & reported to the police if necessary? 
Is access to loading areas, bus areas, and parking areas restricted or observed for physical activity?
Is there adequate lighting in the parking area?
Are there restrictions for parking and loading ares under building overhangs and under buildings?
STUDENT TRANSPORTATION SECURITY
YES/NO
COMMENTS
Do drivers conduct bus security checks/inspections prior to students occupying the buses? 
Do drivers appropriately display district/school identification? 
Do the bus company premises/school district transportation site maintain a "code word" access? 
STRUCTURAL SECURITY
YES/NO
COMMENTS
Is there a preventative maintenance system to repair or replace broken lights, windows, and other outside fixtures?
Do all exterior solid doors have windows or peepholes for observation?
Are all exterior doors numbered, inside and out, with LARGE numbers for quick identification?
Are all rooms/classrooms numbered, inside and out, with LARGE numbers for quick identification?
Are all exterior doors closed and locked from outside access?
Do exterior doors open out so they will settle into the frame in a blast and will not be blown into a building
Are doors to boilers, electrical power, generators, HVAC, & roof access secured at all times?
Are windows accessed from the ground floor closed and locked when unattended?
Are roof ledges or shields in place to prevent rooftop access from the ground? 
Are utility boxes and low-rise structures protected from being used to gain access to upper floors or the roof?
Are trash receptacles away from the building entrances or removed from public access?
Are exterior utility hookups, including gas, phone & power, secured by fence, gate, or lock?
If fuel storage is on premises, is it secured and locked out with controlled access? 
If equipment is located on the roof, is it treated as a mechanical area (fenced or otherwise protected with barriers)? 
Is there more than one access/egress road to the school, allowing for first responder response and evacuation?
TEMPORARY STRUCTURES
YES/NO
COMMENTS
Are temporary structures (trailers) present?
Are temporary trailers visible or observable?
Are temporary trailers connected to an alarm system?
INTERIOR SECURITY
YES/NO
COMMENTS
Are keys, code locks, access cards & ID cards controlled and secured?
Are building wing lockdown gates installed?
Are unused areas closed off during after school activities?
Are offices of essential officials placed so the occupants cannot be seen from the street or public areas? 
Are high risk areas (office, cafeteria, computer rooms, shops & labs) protected by security locks, alarms or cameras?
Is access to electric panels restricted?
Are mechanical rooms, boiler rooms, and other hazardous areas kept locked?
Is kitchen access restricted and the kitchen door secured at all times?
Are interior roof hatches/entrances secured and alarmed?
Are intrusion detection devices employed (e.g., alarms, motion detectors, cameras)?
Are there designated "safe rooms" in the school?
Are mechanical rooms, boiler rooms, and other hazardous areas kept locked?
Is kitchen access restricted and the kitchen door secured at all times?
Are interior roof hatches/entrances secured and alarmed?
Are intrusion detection devices employed (e.g., alarms, motion detectors, cameras)?
Are there designated "safe rooms" in the school? 
Are glazed elements of safe rooms protected with fragment retention film (FRF)/anti-shatter film (ASF)? 
Is the library secured when not in use?
Are public toilets located in secure areas? 
Do staff members provide a high visible presence throughout the school & school grounds? 
Are security checks performed at the end of each day to ensure all windows & doors are secured and alarms are set? 
SCHOOL BUILDING/VISITOR ACCESS
YES/NO
COMMENTS
Is there a single secured visitor entrance with established procedures for identification, sign in/out, escorts, issued ID cards, etc.?
Are strangers without visible ID challenged by school personnel, staff, or security?
Are student entrances monitored/supervised during entry and departure times?
Are doors that are kept open always staffed by a member of the school faculty or staff for the duration of the open condition? 
Is there a Personal Package Screening device employed (magnetometer, wand, x-ray, biometrics)?
Is the visitor entrance signed, locked & monitored (CCTV) with an intercom system
Are visitors required to pass through an office area that offers verbal & visual contact with the school staff? 
Are visitors required to return to the office to sign out? 
SCHOOL DELIVERIES
YES/NO
COMMENTS
Are deliveries directed through the main entrance or designated loading dock and received at that location?
Are deliveries requiring larger portals into the facility prearranged & the delivery source and articles confirmed prior to arrival?
Are loading areas separated from utility areas by 50 feet?
Are trucks restricted to parking at least 82 feet ("effective setback") from building, signage installed, no parking enforced? 
VENDORS & CONTRACTORS
YES/NO
COMMENTS
Do vendors and repairmen follow same guidelines as visitors (ID, badges, etc.)? 
Are vendor deliveries prescheduled? 
Are vendor and repair personnel's personal information kept on file at the school district office, as appropriate? 
For further information, refer to the School Safety Manual: Best Practices Guidelines, Target Hardening for School Facilities Chapter.
Risk Management Definitions
 
Risk:
Is a function of assets, threats and vulnerabilities? Risk is the potential for some unwanted event to occur and its consequences. (The higher the probability and the greater the consequences, the greater the risk). The likelihood of an unwanted event occurring depends upon threat and vulnerability.
 
Threat:
Is the capability & intention of an adversary (i.e., criminals, terrorists), to undertake actions (i.e., Shooting, Explosion, Fire, Hostage). That is detrimental to an organization's interests. Threat is a function of the adversary only that maybe encouraged by vulnerability in an asset or discouraged by an owner's countermeasures. 
 
Vulnerability:
Is any weakness in an asset or countermeasure that can be exploited by an adversary?
 
Assets:
Is anything of value? (Faculty, Students, Staff, Visitors, Intellectual Property, Facility/Infrastructure, Software, Inventory, Reputation, Currency and other, specific to the school or school district). 
 
Countermeasures:
Are actions or devices that mitigate risk by affecting an asset, threat or vulnerability.
 
Risk Management:
The process of evaluating a facility's assets, threats and vulnerabilities and analyzing them to determine reasonable courses of action that will mitigate a critical incident. It includes decisions about how many and which resources to apply to mitigation as well.
 
 
For further information, refer to the School Safety Manual:
Risk Management & Assessment Tools Chapter.
 
 
Reference “Risk Levels and Codes”, page 272, in the 2006 School Safety Manual: Best Practices Guidelines. This section outlines the daily tasks to be completed for each risk level.
 
Emergent situations rarely provide time for planning; therefore, it is recommended that the School Safety Manual: Best Management Practices Guidelines be made available to all school personnel for their review. It is also recommended that if you do not have a crisis plan in place — develop one. If you have one, review it, update it and practice your plan. 
 
 
Points of Contact
NAME
RANK/TITLE
AGENCY
TELEPHONE
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