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SECTION I – DATA SECURITY CATEGORIZATION 

DESCRIPTION OF SERVICES

Provide a description of the project and services provided to the State of New Jersey or the purpose of the 
access to State information systems, internal networks, and/or sensitive information: 

DATA SECURITY CATEGORIZATION 

Select the data types that will be generated, accessed, processed, stored, and/or transmitted for this 
engagement with the State of New Jersey. 

Public or Non-Sensitive Data

Sensitive Data Personally Identifiable Information:        

Social Security Numbers: 

Personal Health Information or ePHI: 

Financial Information: 

Tax Related Information: 

Criminal Justice or Law Enforcement Information: 

Critical Infrastructure Information: 

Other Sensitive Information not listed above: 

List the specific data elements (i.e., first and last name, email address, IP address, etc.) involved as a part of this 
engagement with the State of New Jersey:  
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SECTION II – DATA HOSTING AND SERVICES 

DATA HOSTING AND SERVICES 

For the following questions, please provide accurate responses as they apply to the scope of the anticipated 
engagement with the State of New Jersey.  

1. Is the product considered SaaS or cloud hosted? Yes     No

Which cloud hosting provider does this engagement leverage?
AWS      Azure      Google      Private      N/A

Please indicate the cloud environment provided for the State of NJ.
Commercial      Government      N/A

Is a Government cloud environment available for the State? Yes     No

4. Confirm all State of NJ data strictly resides within the United States in compliance with the State’s
information security expectations.      Yes     No

5. Provide the general location of where data is stored (e.g., US-East, US-West, or the name of the State
where servers are located).

Is the product or service FedRAMP or StateRAMP authorized?
FedRAMP      StateRAMP      No

Please indicate the FedRAMP or StateRAMP impact level. 
Low      Moderate      High

7. Please describe the screening and background checks you conduct for your workforce (personnel,
contractors, and third parties) that have access to sensitive information.

If State of NJ data is accessed, indicate the devices your workforce will use.
Personal      Company owned      State of NJ owned

9. Will State of NJ data be accessed or handled by any third party or subcontractor for the purposes of
this engagement?       Yes     No

If yes, please indicate the third party and the services provided.
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2.0 – COMPLIANCE (CP) 

2.1 – The organization develops, implements, and governs processes to ensure compliance with all 
applicable statutory, regulatory, contractual, and internal policy obligations. Ensuring 
compliance includes, : 

Statutory, Regulatory, and Contractual Compliance;

Security controls oversight; and

Periodically conducting security assessments.

Supplemental Information 

2.2 – Indicate all third-party security audits, and subsequent last audit dates, conducted at your organization 
to ensure compliance with applicable laws, regulations and contractual requirements.

CJIS 

IRS-1075 

FISMA 

SOC2 

PCI-DSS 

Social Security Admin  

FedRAMP 

Other

2.3 – Specify all compliance frameworks and standards your organization follows (e.g., GDPR, COBIT, ISO, 
etc.). Please provide documentation for all IT operational, security, and privacy-related 
standards, certifications, and/or regulations for which your organization or the 
intended product/system/application/service is compliant. 

2.4 – Optional - Please provide any additional information relative to this control area. 





















































Note: Information systems also include specialized systems such as industrial/process controls systems, 
telephone switching and private branch exchange (PBX) systems, and environmental control systems. 














