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Use Case Specification: Implement Internal Controls 

1. Use Case Name- Implement Internal Controls Use Case 16 

1.1 Brief Description

This use case allows UI/DDU to maintain the integrity of the Trust Fund by monitoring and auditing claims activities. Players are: agents, managers, Quality Control, technical resources, benefits accuracy, audits, benefit timeliness.
2. Flow of Events

2.1 Basic Flow 
2.1.1 UC379  UI establishes User Access Profiles and Logons 
UI assigns users logons with confidential passwords. A UI/DDU supervisor requests a log-on ID, using a request form, either by Web, or downloaded form. The supervisor determines the level of access. The supervisor will use electronic signature if on-line or manually sign the form if downloaded. Then the system administrator assigns a log-on ID and temporary password. The employee is informed that the log-on exists. The employee must immediately change the password. Include System Use Case: Internal/External Controls
2.1.2 UC380 System maintains accurate Audit Trails of all Events 
System documents every event performed on a claim.   

2.1.3 UC381  UI requests reports 
UI requests reports to be used for auditing and monitoring events that were performed on claims processes. Reports will record performance statistics, such as payment time lapse from date of claim to payment date. 
2.1.4 UC382   UI reviews the reports for inconsistencies and/or security violations   
Reports will consist of exceptions that are specified for the system. These include: any security violations, unusual payments, potential security breaches, etc. These actions will be listed in a report to the Director of Internal Audit.

2.1.5 UC383  UI provides information from reports as required 


System or Agent provides information from reports to various departments or agencies.

2.1.6 UC384 System maintains records of reports 
2.1.7 UC385 System documents actions taken 
2.2 Alternative Flows

2.2.1 UC770 System uncovers a potential security violation of user access profile and no valid security breach exists 
In step 2.1.4 of basic flow, system uncovers a potential security violation.  System determines security was not violated.  Continue with step 2.1.7 of basic flow.

2.2.2 UC771 System uncovers a potential security violation of user access profile and a security breach exists 
In step 2.1.4 of basic flow, System uncovers a potential security violation.   System determines security was violated.  System takes necessary action. Continue with step 2.1.7 of basic flow.
2.2.3 UC772 System ensures that all methods of access to UI claims meets security requirements 
In step 2.1.1 of basic flow, System provides secure methods of access to all users.  System identifies the source of access.  Continue with step 2.1.2 in basic flow.

2.2.4 UC773  Internal Audit performs financial audits 
In step 2.1.5 of basic flow, Internal Audit performs financial audits. Financial audits require the ability to produce ad-hoc reports. They need access to all transactions for 3-5 years. Their data will be read-only. They will need the ability to search a type of transaction (such as payments, 1099 information, employer charges for both contributories and reimbursable employers, and receivables) for a specified period of time. Continue with step 2.1.6 of basic flow. Include Use Case 17 Implement External Controls
2.2.5 UC774  UI requests ad hoc reports as needed 
In step 2.1.3 of basic flow, UI requests reports not compiled on a regular basis. The type reports are security reports, such as transactions, accesses, locations of activity, sign-ons, etc. Continue with step 2.1.4 of basic flow.

2.2.6 UC775  UI ensures customer confidentiality 
In step 2.1.1 of basic flow, UI will provide confidential read only information to parties who are authorized by UI to receive the information. Continue with step 2.1.7 of basic flow.
2.2.7 UC776 UI allows access to third parties for statistical data (Profiling, LADT, AOSOS, Labor Market Statistics, and Planning & Analysis) 
In step 2.1.5 of basic flow, UI will allow outside agencies to have log-on ability with read only access to statistical data needed to perform their job duties. Continue with step 2.1.7 of basic flow.  Include Use Case 3, Request Information and Triage by Other Parties
2.2.8 UC777  The Bureau of Program Services and Support performs Benefit Quality review (BTQ) 
In step 2.1.2 of basic flow, the Bureau of Program Services and Support conduct quarterly reviews for non-monetary quality. The system will be able to select a specified number of cases, and interface with the Federal Sun System to transmit these cases for review. Continue with step 2.1.3 of basic flow.  Include Use Case 17 Implement External Controls.
2.2.9 UC778  Labor Planning and Analysis performs Benefit Timeliness Review 
In step 2.1.2 of basic flow, Labor Planning and Analysis conducts quarterly reviews for non-monetary timeliness using this data: date paid, date of determination, date filed, and date of first week affected. Continue with step 2.1.3 of basic flow.  Include Use Case 17 Implement External Controls.
2.2.10  UC779 The Bureau of Labor Planning and Analysis conducts data validation 
In step 2.1.5 of basic flow, the Bureau receives from the Federal government the guidelines for the number of workload items and what data contained in these items which need to be validated. Information for review includes claims, payments, and statistical reports. Continue with step 2.1.7 of basic flow.  Include Use Case 17 Implement External Controls.
2.2.11 UC780 The Bureau of Program Services & Support performs Benefit Accuracy Measurement Review (BAM) 
In step 2.1.2 of basic flow, UI provides the Bureau with a random selection of claims to be reviewed for a specified period of time. The selection will be based on criteria such as claims paid, race, age, denied, etc. The cases for review will be put in a work queue for review by investigator. Continue with step 2.1.4 of basic flow. Include Use Case 17 Implement External Controls.
2.2.12 UC781 The Bureau of Program Services and Support in conjunction with the Appeal Tribunal performs a Quality Review of Appeal Tribunal Decisions 
In step 2.1.2 of basic flow, the Appeal’s supervisors receive a random listing of decisions to be reviewed.  The supervisors conduct the reviews.  The reviews are then forwarded to the Bureau for review. The findings are sent to the Federal government. The Bureau provides the Appeal Tribunal with the results of their review. Continue with step 2.1.7 of basic flow. Include Use Case 17 Implement External Controls.
2.2.13 UC1645 Division of Temporary Disability Insurance, Quality Assurance Unit performs random quality evaluations of DDU Claims 
In step 2.1.2 of basic flow, the Division of Temporary Disability Insurance, Quality Assurance Unit conducts quality evaluations of DDU claims.  The system will generate an ad hoc report of claims determined by DDU examiners during a specified period.   DDU provides necessary information to the Quality Assurance unit.  Continue with step 2.1.7 of basic flow.  Include Use Case 12 Apply for Disability During Unemployment.
2.2.14 UC783 UI sends form, schedules, and conducts Eligibility Review Interviews 
In step 2.1.2 of basic flow, UI randomly selects claimants to report for Eligibility Reviews to ensure that they are meeting the eligibility requirements.  UI conducts the interview.  Continue with step 2.1.6 in basic flow. Include System Use Case Scheduler
3. Special Requirements 
4. Preconditions

5. Post Conditions

6. Extension Points

6.1  Business Use Case: Implement External Controls and System Use Case: Internal/External Controls 
6.2 Business Use Case: Request Information and Triage by Other Parties 

6.3 System Use Case: Scheduler  
6.4 Apply For Disability During Unemployment

