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Use Case Specification: Implements External-Internal Controls
1. Use Case Name: Implements External-Internal Controls
1.1 Brief Description
This use case allows NJLWD to maintain the integrity of the trust fund by monitoring and auditing claims activities and also provide for external auditor to review all aspects of claim processing. 
2. Flow of Events

2.1 Basic Flow 

2.1.1 UC1184 The system provides an interface to create internal user logins 
The system should provide a way for internal system administrators to create/edit/delete internal user logins.  Permissions should have several levels of security depending on the job duty of the user.  After a new login is created the system should force the user to change password to maintain security integrity.   The System will provide a Labor Administrator with a way to look up the different users and access their account information. (Ref Business Use Case 2.1.1)
2.1.2 The system will allow for the Administrator to add/change/modify user accounts
The system will provide the Labor Administrator with an interface to add/change/modify new and existing users to the system. The user accounts will include an account number and temporary password.  The user must immediately change the password.  The system will enforce a change of password every period of time to be specified by the administrator.  The administrator will set the limitations of use of a prior password for reuse.  There will be a limit of one account per user.  The administrator will set the minimum and maximum number of alphanumeric characters for the password, and requirements for letters and numbers. All passwords will be encrypted.
2.1.3 UC1185 The system maintains audit trail of internal users 
The system should track all events that users take while interfacing with system.  All transactions will be uniquely identified. (I.e. lookup information on a claim, edit claim information, and lookup employer information) (Ref Business Use Case 2.1.2)
2.1.4 The system will allow the administrator to grant different level of permissions to each user

The system will allow for two levels of security to be implemented by the system.  One will allow for the system to dictate the access level of the person logging into the system (i.e. Read, Write, Update, and Delete.)  Second level of security should dictate the area or screen level security for the logged in user (i.e. work location and phone number.)  The system will allow all current functionality of ACF2. The security will be at the field level, and there will be limitations at the record level to specific users.  The security must conform to HIPAA requirements where applicable, such as claimant information for disability.
2.1.5 UC1186 The system should provide reporting of the tracked events 
The system should provide an audit trail report so that internal audit could monitor the events of the system.  The system will have the ability to produce ad-hoc requests.(Tracked events include claims activities, payments, status changes, etc.) (Ref Business Use Case 2.1.3)
2.1.6 UC1187 The system will have the ability to deny access 
The system will have the ability to deny a UI employee the rights to view or manage data (wage or claim information) on another UI employee, unless specially authorized to view the information.

2.1.7 UC1707 System will send a verification code to external users email address 
When an external user supplies an email address for communication, the system will have their email address verified by having the system send a verification code to their email address, and the user logs into the site and enters that code.

2.1.8 UC1188 The system documents action taken 
The system will document when a report was generated and who initiated the generation of the report. (Ref Business Use Case 2.1.7)
2.2 Alternative Flows

2.2.1 UC1189 The system locks user account for log-in only 
In step 2.1.1 of basic flow, the system should provide a security matrix that will allow for a specified amount of failed logins to be executed until user is locked out of the system. The system will have the ability to remove accounts or disable them.  Once a user is locked out they would have to contact a system administrator in order to enable the account. The system will interface with the new ECATS system to disable accounts of personnel that have left the employment of UI.  This use case ends. (Ref Business Use Case 2.2.2)
2.2.2 UC1190 The system will provide read only access to specified third parties 
In step 2.1.1 of basic flow, the system will provide read only statistical information for third party partners in order for them to perform their job duties (i.e. AOSOS, LADT, and USDOL).   The system will provide a special interface for users to be restricted and breakdown the security to data level. Although certain screens will be able to be accessed, data can still be hidden based on the users logon. (Ref Business Use Case 2.1.7)
2.2.3 UC1552 The system creates electronic signature 
There will be the ability to establish electronic signature rights for internal personnel.  There will be the ability to establish passwords for the users of electronic signatures. An Administrator will also have the ability to remove/edit Password protected electronic signatures. The electronic signature users will be certified.
2.2.4 UC1191 The system allow for Bureau random claim generation 
In step 2.1.2 of basic flow, the system should allow for the different bureaus to generate random claims based on provided formulas for each bureau.  Once the claims are provided the system should provide a method for Ad-Hoc reports to be created. (Ref Business Use Case 2.1.11 – 2.1.12)
2.2.5 UC1192 The system should interface with Federal Government system 
In step 2.1.3 of basic flow, the system should allow for scheduled reports and data to be generated and sent to the federal government based on claim information.  This use case ends. (Include Business Use Case External Controls)
2.2.6 UC1587 The system will allow for electronic signature for special program processes 
The system will allow for certain processes to require electronic signatures due to security or sensitivity of the data that is being changed or deleted.
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