
Online Security & Safety 
begins with YOU.

•	Use strong passwords and two-factor authentication
•	Monitor your credit history for improper activity
•	Backup your data and keep the backup offline
•	Update your operating systems and antivirus software	
•	Wipe your devices before disposal or resale — 	
	 deleting info is not enough!
•	Review default privacy settings for computers, 	
	 phones, and other devices
•	Be aware of Web sites, apps, and games that ask 	
	 for information from children under 13 years of age

•	Don’t forget to adjust online privacy settings to limit 	
	 third-parties from sharing your personal information
•	Don’t use public WiFi, especially for financial or 	
	 other sensitive transactions
•	Don’t open attachments or links in unsolicited emails
•	Don’t give out your personal information through 	
	 phishing calls, texts, or email
•	Don’t use easy passwords like PASSWORD or ABC123
•	Don’t merely discard paper documents with 	
	 personal info – shred them!

Do Don’t

New Jersey Office of the Attorney General
DEPARTMENT OF LAW & PUBLIC SAFETY

Protect Yourself Today to Protect Your Future!

NJ O
ffice of the Attorney G

eneral

Cyber Security and Safety Resources 

1. 	 New Je
rsey Divisio

n of Consu
mer Affairs

, Office of C
onsumer P

rotection, C
yber Fraud

 Unit 	

	 www.njcon
sumeraffair

s.gov/ocp/P
ages/cyber

fraud.aspx 
and 1-800-

242-5846

2. 	New Je
rsey Cyber

security an
d Commun

ications Inte
gration Cel

l (NJCCIC) 
	

	 www.cyber
.nj.gov

3. 	 Federa
l Trade Com

mission – C
onsumer In

formation 	

	 www.consu
mer.ftc.gov 

and 877-43
8-4338 or 

866-653-42
61

4. 	 Federa
l Trade Com

mission - Id
entity Theft

 Reporting 
and Recove

ry 	

	 www.identi
tytheft.gov a

nd 877-43
8-4338 or 

866-653-42
61

5. 	 Free An
nual Credit

 Report We
b site Autho

rized by Fe
deral Law 

	

	 www.annua
lcreditrepor

t.com and 
877-322-82

28

6. 	U.S. De
partment o

f Health an
d Human S

ervices – H
IPAA for Ind

ividuals 	

	 www.hhs.g
ov/hipaa/fo

r-individuals

7. 	 FDIC - 
A Bank Cu

stomer's Gu
ide to Cybe

rsecurity 	

	 www.fdic.g
ov/consum

ers/consum
er/news/cn

win16

8. 	United 
States Depa

rtment of H
omeland Se

curity, Cybe
r Security D

ivision 	

	 www.dhs.g
ov/science-

and-techno
logy/cyber-

security-div
ision

9. 	NJSP C
yber Crime

s Unit — ww
w.njsp.org/

division/inv
estigations/

cyber-crime
s.shtml

10.	Federa
l Bureau of

 Investigatio
n – E-Scam

s & Warnin
gs	

	 www.fbi.go
v/scams-an

d-safety/on
-the-interne

t

nj.gov/oag


