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(The tinme is approximtely 10:10

a.m)

MR. ORLANDO: Thank you all for
comng for this hearing for the public
exam nation of the voting machi nes or the VVPRS
that is up for certification. Special thanks to
NJIT for doing the testing for this which is
unprecedented by the state.

Wt hout further ado, 1'd like to
I ntroduce the Attorney General, M. Anne
M| gram

MS. M LGRAM Thank you very mnuch.
Good norning, welcome to -- | think Jason said
It right, it is unprecedented for the State of
New Jersey. It is a pleasure to be here.

I want to start by thanking the
comm ttee menbers who are giving us their entire
week to basically go through this very inportant
process to see and to test and basically take
testi mony on whet her or not the voter verified
paper attachment that has been submitted by
Sequoi a should be certified.

They will make recommendati ons and

the determnation will be nade to certify these
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devi ces.

I wanted to say a couple words
because | think if you sit here today or the
next three or four days, if you | ook around you
are going to see something pretty incredible and
somet hi ng you don't often get to see which is
denocracy in action. This is what it is about.

Voting is the nost integral part
of denocracy. |It's one of nobst inportant things
that the State of New Jersey and the Attorney
General's office, the Division of Elections does
Is to protect the right to vote. It is our
sincere and profound obligation just as people
of the state have a right to vote, .it's our duty
to make sure that we protect the integrity of
the vote, show that every single voter that
wal ks into the machi ne knows that when they cast
a vote, that the vote that they cast is going to
be counted and that they have full confort that
the election will be fair and the machi nes will
work and that the results as they cone out at
the end of the day will be consistent with how
t he people have voted. That is denocracy.

What you are going to see in the

next three or four days is a very open and
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transparent process. For the first time, the
State of New Jersey has issued criteria for the
voter verified paper attachments. This is
somet hing that |egislature has, which | strongly
agree with to basically say we need to have
voter verified paper attachments on our
el ectronic machi nes so that the public can have
confidence and we can have confidence that the
votes we cast are actually being counted the way
t hat we have cast them So that if | am voting
for someone, | can | ook up at that piece of
paper and confirmthat is the vote | have cast.
What the legislature did is they
required that the voter verified paper
attachment be in effect January 2008. So the
State of New Jersey and the Attorney CGeneral's
Office stepped back and we | ooked at what ot her
states were doing. W |ooked at what the
Federal Election Systenms Conm ssion was
recommendi ng and the Federal Election Systens
Comm ssi on was recomendi ng vol untary
gui del i nes, not mandatory, recomended
nationally, they are voluntary and go into
affect in 2008.

Those are the guidelines that we
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use when we come up with our criteria. W are
going to follow the national standard and we not
only follow it, but actually go beyond it in a
nunber of areas. The State Division of

El ections felt we could and should do more to
protect the right to vote. That is where we
started.

We i ssued those criteria, we held
the criteria open for public conment and then
they were publicly released. That is the point
in which we took a second unprecedented step.

We went out and contracted, Attorney General
Rabner, contracted with the New Jersey Institute
of Technology for the first time in the history
of the State. We went out and we basically got
an i ndependent group of conputer experts to Kkick
the tires to basically take these machi nes

t hrough the tests to say are they going to be
able to stand up to the criteria that the State
of New Jersey requires.

How are we going to find that out,
t he answer was basically asking NJIT, the
conputer experts in the back of the roomto
spend weeks upon weeks testing the machi nes,

voting themto make sure the machines are safe,
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to make sure the machi nes are secure, to make
sure that the machi nes work. You will actually
see the reports. Those reports have been issued
publicly. There will be testinmny about the
process NJIT foll owed today.

You will hear from the vendors who
will talk a little bit about their products and
their machi nes and then | hope very nmuch that we
also get to hear fromall of you sitting in the
audi ence, the public, the people who actually
vote. We want to hear your comments.

Again, this is denocracy in
action. This is a very inportant part of the
process which is finding out what voters think
about these machines which are here for you to
try out and to test today.

So the hearing will be conducted
and -- actually, let ne step back and make one
ot her comment about the machines in general.
Because | have gotten a nunber of questions
about that. The question is can voters have
confidence in the electronic machines. |
believe the answer is yes. Wthout the verified
paper trail, the State | ooked at a nunber of

di fferent machi nes and we come away with full

ROSENBERG & ASSOCIATES, INC. (973) 228-9100
www.rosenbergandassociates.com




© 00 N oo o A~ w DN P

N RN N N NN P R R R R R R R R
g A W N P O © © N O OO M W N L O

confidence that the DRE the State is using works
and are accurate and the voters can have
confi dence.

What we are doing today is doing
belt and suspenders. The voter verified paper
trail is inmportant because if there is any
questi on about whether or not your vote is being
counted when you cast your vote, that question
will be gone because you will be able to | ook up
and see who it is. You will be able to push a
button on the electronic machi ne, know who you
voted for, |ook up and then see on that paper
trail whether or not that is the vote that is
bei ng cast and then counted in a recount. That
Is critically inmportant because it will |et
voters have confidence when they cast a ball ot
that is the actual vote that will be counted.

Now, that is belt and suspenders.
What the State would |ike to do and, again, it
I s an ongoing process is belt, suspenders and
shoel aces which is to say we want and believe
t hat there have to be mandatory random audits in
addition to these two other pieces.

In addition to have electronic

machi nes and in addition to having the voter
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verified paper attachnments, we are going to need
to have an audit process that is random and

mandatory in a certain percentage of our

machi nes. That way, again, the voter will know
and it will cast the vote on the electronic
machi ne, the paper will conme out, the paper wil

be the official ballot for the recount and then
what the State will do is take responsibility to
randomy audit to make sure that the votes that
are being cast, the paper ballots are consistent
with the electronic ballots and that is a way to
make sure we can have absol ute and conplete
confidence in our voting nmachines.

So | believe this is an inportant
part of the process. Again, this is an
I mportant step. These hearings are just on the
voter verified paper attachment. These are on
the criteria the State issued. | recognize
there will be people here who want to tal k about
other things. | will tell you for the purpose
of this commttee and the purposes of the
certification, the only comments that we are
actually going to use and incorporate and the
commttee will take under advisenment wll be

those that relate to the voter verified paper
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attachnment because that is the subject of
t oday's hearing, but again, | want to thank you
for being here. It is denocracy in action.

| am going to ask you to basically
honor the great traditions of democracy which is
to get involved publicly. Obviously, we expect
and know that you will be professional and
courteous. | want everyone here to engage and |
think it is a critical part of the process we
hol d these hearings publicly and we have these
public conversati ons about one of the nost

I mportant things we do in the State which this

I'S.

So | want to thank everyone for
bei ng here. I want to thank NJIT and thank the
comm ttee and without further ado, | want to

turn it over for the inportant work to happen.
Thank you very nuch.

MR. WOODBRI DGE: Thank you, Anne,
and congratul ati ons again on a perfect
i ntroduction to what we do.

Let me start off with a few
prelimnary things. First of all, | would |ike
to thank the Attorney General's Office who has

been a tremendous support and assi stance to us
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I ncl udi ng Jason Orl ando, Donna Kelly, Karen
Dumars, Donna Barber and Maria Koch. W thout
their help it will be very difficult to do our
job. So I publicly want to thank you and I'd

| i ke to thank the Attorney General and 1'd |ike
to thank NJIT.

This is a new di mension for us and
we' ve always felt that it would be useful to
have some technol ogi cal background and
assi stance and we are delighted to have you all
with us today. Especially pleased to see a
significant turn out for today's hearings.

Just a little bit of background
for those of you who may not be familiar with
the State procedure. |Item nineteen is what
dictates the election with the |aws and our
el ection machi nes and have a rather unique part
to it that requires a three person commttee,
namely us, to make a recomendation to, in this
case, the Attorney General's Office concerning
whet her or not a machine neets the criteria that
the State should set forth.

It does have the unique and rather
odd characteristic of requiring that a patent

attorney be on that commttee and that's what |
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do. M background is conputers and el ectronics.
| have been in electrical engineering for
Princeton University. | have been in the
comput er business for over forty years and been
on this commttee off and on since 1982. Not

al ways chairing it. | think the only reason
chair it is because the chair gets asked to
wite the report so that is why | am here.

Sol'd like to start off by
I ntroducing the two ot her nenbers of the
commttee. On ny left is John Flem ng who is in
charge of the management information and the
Depart ment of Law and Public Safety and, John,
you mi ght want to say a few comments about
yoursel f.

MR. FLEM NG | have been enpl oyed
with the State of New Jersey for nineteen years.
| have been in conputer systems in the office
and | have been on this commttee since about
2000.

MR. WOODBRIDGE: On ny right, your
left, is Daryl Mahoney who is the assistant
director of Bergen County voting machines
division. |If you want to say a few coments.

MR. MAHONEY: Yes, ny nanme is
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Daryl Mahoney. | have been enployed with Bergen
County for fourteen years as a technician and
then | becane the assistant director of voting
machi nes. | am also a menber of the New Jersey
State Election Officials Association.

MR. WOODBRI DGE: Thank you, Daryl .

This particular hearing is really
quite unique to us. This is the first VVPAT,
the voter verified paper trail hearing we've
had. The criteria that we have as the Attorney
General explained is actually rather long. It
is longer and nmore detailed than this commttee
has had to deal with in the past.

The hearings today will probably
go |l onger than we traditionally have gone
because we have the extra dinmension of the NJIT
people here too. So | think we are going to
insist on fairly tight ground rules so that
everybody has an opportunity to speak and to be
heard. Basic procedure is we are going to start
off with a vendor overview of the machine
describing what it is, how it operates.

Then we are going to ask NJIT to
cone up and present, first of all, their general

criteria and scope of work and ultimtely sone
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of what they refer to as exceptions with regard
to the Sequoi a Advantage machi ne we are | ooking
at .

After that the commttee will walk
t hrough the criteria a piece at atime. It is a
fairly | aborious process, but the only way we
can guarantee, in fact, we are getting the
I nformati on we need. W also have a checkli st
that we will go through after that point to nmake
sure we don't m ss anything.

Because it is going to be a |ong

meeti ng and we have to go through the criteria

so much longer, | amgoing to try to keep this
fairly tight. Basic ground rules are that you
have to understand, first of all, the sole job

of the commttee is only to make recommendati ons
to the Attorney General's Office. W do not
certify voting machi nes.

The object of our commttee here
Is basically to take a | ook at the machi nes and
paper trail devices added on to it. Basically,
t he suspenders which go with the belt to see if,
in fact, it neets the criteria that we have been
gi ven.

To keep the process noving
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smoot hly, the vendor will not be taking
gquestions. There won't be any public questions
until after the vendor has made the
presentation, after NJIT had made the
presentation and after this commttee has had an
opportunity to ask its questions. After that
point, we will open it up to public conmment.

We probably won't nake any
determ nation today sinmply because | doubt there
I's going to be enough time to do that. W
wel come public coment at the end. We take
public coment in consideration in fairness to
everybody and to the short attention span of
some of us on the commttee, we woul d appreciate
It, as the Attorney General suggested, to keep
your comments directed towards the materials the
comm ttee has to deal with, nanmely, does the
machi ne we take a | ook at neet the criteria of
the State statute. That is our only job up here
and if you keep your comments focused on that
aspect, you will be doing us a big favor.

| also should rem nd people that
If you do want to speak, please there is a
sign-up sheet. |I'mnot quite sure where it

IS -- in the back there. So if you want to

ROSENBERG & ASSOCIATES, INC. (973) 228-9100
www.rosenbergandassociates.com



© 00 N oo o A~ w DN P

N RN N N NN P R R R R R R R R
g A W N P O © © N O OO M W N L O

17

speak, please sign up ahead of tine.

Lastly, very inmportantly, | am
rem nded that not only are you not supposed to
smoke in the building, but you are not supposed
to snoke in the front of the building either.

So if you are going to snoke, | guess there is a
pl ace in the back.

Wt hout further ado, | amgoing to
start off with a vendor and ask the vendor to
give us an overview of the machine and after
that I1"mgoing to ask NJIT to nmake its
presentation.

M. Smth, are you ready to go on,
sir? Why don't you take the m crophone. Thank
you for com ng today.

MR. SM TH: Thank you for having
us and good nmorning. Once again, ny nane is Ed
Smth. 1'mvice-president of conpliance,
quality and certification of Sequoia Voting
Systens.

M . Chairman, nenmbers of the
commttee, representatives fromthe Attorney
General's Office and the voters of New Jersey,
good norni ng.

We are pleased to be here today to
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address any concerns and questions the commttee
may have concerning Sequoia's addition to the
voter verifiable paper audit trail or VVPRS in
the regul ations for use with the Sequoia

Advant age and the Sequoi a Edge machi nes that you
see to nmy left.

The follow ng representatives of
Sequoi a are pleased to be present today. |
guess it is speak softly and carry a big
m crophone. | will just start over again.

Once again, good norning, M.

Chai rman, nenbers of the commttee,
representatives fromthe New Jersey Attorney
General's Office and the New Jersey voters here
present. At Sequoia Voting Systens we are

pl eased to be here this nmorning.

Wth nme to discuss and respond to
any questions or concerns fromthe commttee are
several folks from Sequoia. Once again, nmy nane
is Ed Smth and | am vice-president of
compliance, quality and certification. W have
M. Howard Cramer, who is our vice-president of
sales. M. David Allen, who is vice-president
of our E Voting Solutions devel opnent.

Ms. Sandy Green, who is director of
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certification and M. Joseph MlIntyre, who many
of you know is a senior project account manager
and Ms. Christine Valeriano, who is also with
sales and will provide a denonstration of the
equi pnment shortly.

Sequoia is an Anerican conpany.

It was originally founded as the Automatic
Voti ng Machi ne Corporation in Janmestown, New
York in 1896. In the over one hundred ten years
t hat Sequoi a has been in business its products
have ranged from sone of the original |ever
voti ng machi nes through paper ballots and now to
the DRE or direct recording electronic machines
t hat we have before us today for certification.

In fact, Sequoia's Advantage
el ectronic voting machi ne has been in use in New
Jersey since 1994 and has established an
excellent track record for reliability and
accuracy.

Throughout its history, Sequoia
has been a proponent of transparent and
verifiable voting. This commtment |ed Sequoia
to be the first manufacturer in the electronic
voting machi ne industry to cone out with the

VVPAT. In fact, in 2004 the State of Nevada was
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the first user and had great success with it.
The VVPAT began in a statew de election, in
fact, in both the primary and presidenti al
el ections. Since then we have brought the VVPAT
to several of our customers in numerous
jurisdictions, sixteen different states
i ncluding the District of Colunbia. That
I ncl uded twenty-one counties in the State of
California, the City of Chicago and Cook County,
Il1'linois, Colorado and, of course, Nevada as |
menti oned earlier and the first use of the VVPAT
in the United States el ection.

Al'l that being said, Sequoia
recogni zes the hei ghtened public cancern over
t he past decade with openness and verified
voting process. W commend the State of New
Jersey and Attorney General's Office, the New
Jersey Institute of Technol ogy for the thorough
and rigorous review and testing conducted in
anticipation of the use of the Sequoia VVPAT
here in the State of New Jersey. Sequoi a
embarked on the certification process with
confidence in the equi pment and we know t hat
confidence is justified by the results of the

tests from NJIT.
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One thing to keep in mnd as we go
forward that the successful elections are a
result not just of accurate equi pment, but
trai ned personnel and established practiced
procedures. Of the items discussed in the NJIT
report you will find only a few pertain to the
equi pnment itself and nost of those are easily
addressed. In fact, many of the solutions are
al ready in place.

Any testing as thorough as NJIT
al most inevitably invites questions and
comments. We welcome those and we note that
t hose exceptions contained in the reports relate
primarily to the election process itself and not
to any inpaired use of the VVPAT.

We appreciate and understand the
desire of this commttee to conduct a thorough
review of the report and any concerns and we
remai n at your service to respond to those
guestions and to continue to prove our
| eadership in the VVPAT area and antici pati on of
usi ng our VVPAT here in the State of New Jersey
to benefit the New Jersey voters and their
confidence in the el ections.

Thank you.
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MR. WOODBRI DGE: M. Smth, a
guestion. The issue is which machine will you
descri be today? MWhich machine are we taking a
| ook at? Maybe give us a brief denonstration of
it.

MR. SMTH: The machine is a
Sequoi a Advantage which is a full face voting
machi ne. Full face nmeans at any time the voter
can see which selections they have made and what
sel ections they have yet to make and then as the
voter verifiable paper audit trail or VVPAT so
they can see it and verify their selections are
accurately recorded.

So Christine is going to give a
short denmonstration. | will bring her the
m crophone.

MS. VALERI ANO: Hello, nmy name is
Christine Valeriano. | am from Sequoi a Voting
Systenms and | am going to give a denonstration
of our AVC Advantage voting machi nes voter
verifiable paper audit trail.

The poll worker activates the
voting machine for the voter. The voter wl
step inside the voting machine as they currently

do. They would choose their selections. Once
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t hey have made a final first round of selection,
t hey press the cast vote switch. VWhen that is
pressed, the AVC Advantage will dispense a voter
verifiable paper audit trail for the voter to
review. The voter reviews the ballot to make
sure it matches their selection on the face of
the machine. |If the voter would |like to change
their mnd if they deselect their choice, their
ball ot is voided. They are then able to go back
to the Advantage, make their new sel ections,
press the cast vote switch again. The machine
then is going to print another voter verifiable
paper audit trail for the voter to review.
Again, | verified the ballot, make
sure it matches ny selection on the machine. |
t hen again decide | want to change nmy mnd. |
woul d desel ect a selection. It will void ny
ball ot for a second time. | have a third
opportunity to cast nmy ballot. On this third
opportunity the AVC Advantage reads this is your
final chance to change your ballot. The voter
has to acknow edge that they understand this is
their third time and final opportunity to cast
their ballot. | press okay, | make ny final

sel ections, press the cast vote button and it's
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automatically going to cast ny ball ot.

On the first two ballots it wil
show that my selections were voided and on the
third ballot it shows the barcode and al so shows
t he serial number of the machine. The reason
for the barcode is in the event of a recount, we
woul d hand count the ballot imges, but you
could also use a third party off-the-shelf
barcode scanner to make sure your ballots match.

Just to let you know, on election
day you are not going to be able to have your
ball ots. The reason | took themout is to pass
around for denonstration. There is a bag
attached to the voter verified paper audit
seal ed on by | ock and key.

I had one question to show how to
change the paper on the machine. 1'mgoing to
turn it around so you can see. The printer has
a clear cover on it where the poll worker can
see when the paper is running low. It also has
a paper low sensor. |In the event that the paper
needs to be changed, you would uninsert these
little pins in the side of the machi ne that
hol ds the cover on. You would then |ift the

pl astic cover up off of the machine and then
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there is instructions that says open press down,
open push. So you open it, press it down. The
machi ne then will allow you to add paper. There
is approximately five hundred sheets to a ream
of paper. So if you take the paper, put it in
the cradle, make sure the black line is facing
up. You would then snap this back into place,
take the paper and it has an automatic feed that
wi || pull paper through. You put the cover back
on, put the pins back on and then you continue

t he voting process.

MR. WOODBRI DGE: Thank you very
much.

M. Smith, do you have any ot her
comments to make at this stage?

MR. SMTH: No, sir, not at this
time.

MR. WOODBRI DGE: At this point |
am going to ask Mtch and your crew fromNJIT to
cone forward. Mtch, if you would introduce
yoursel f. Those m crophones shoul d be hot.
Thank you for com ng here, otherwi se you'd be on
vacati on.

MR. DARER: Good norning. This

m c's working, great.
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First of all, 1'd like to thank
the comm ttee, of course, for this opportunity
to discuss our project and report. M nane is
M tchell Darer, Executive Director of NJIT
Center for Information Technol ogy.

Il will provide an overview of the
project, of the environment and the testing
process. Following ny statement, Professor
Aridaman Jain, one of the key project |eaders
wi || describe the types of tests including
sampl e sizes of ballot scenarios and, finally,
professor Yun-Q ng Shi, another key project
| eader, will discuss the exceptions to the
criteria found for the Sequoi a Advantage machi ne
under exam nation today.

In May 2007, the Attorney
General's Office issued, as discussed already,
the criteria for voter verified paper records
for the paper record for the electronic voting
machi ne. It requested NJIT to devel op and
retest and evaluate certain nmachi nes agai nst
this criteria.

The thirteen page criteria
docunment includes design requirenents,

procedural and usability requirements, security
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reliability targets each with specific
subel ements that formthe performance criteria
used in our test.

The criteria includes qualitative
subjective itens such as allow the voter to
easily review his or her paper record. As well
as quantitative itenms, matters of fact to be
determ ned such as shall not externally
conmmuni cate with any system or machi ne. Each of
over seventy individual requirenents in the
criteria was subjected to up to four different
types of tests.

Throughout the entire project
after all the testing we found that. two core
requi rements were satisfied by all machi nes.
First of all, voters were able to verify their
votes on the paper records and, secondly, the
vote tallies derived from four different
sources, paper records, barcodes on the paper,
cl osed poll reports and el ectronic records al
mat ched.

On the other hand, exceptions
defined as a situation where in testing agai nst
the criteria did not conpletely or clearly yield

requi red or expected results were reported for
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each machine. The project teamincluded senior
faculty and staff with extensive experience in
i nformati on technol ogy, cyber security and
statistical analysis.

A secure | ab was established and
designed to performthe testing and to house all
vendor itenms. Each vendor supplied three
machi nes, for exanple, the Advantage of a
particul ar nodel as well as public and internal
docunent ati on and ot her peripheral equi pment
such as barcode scanners, barcode readers and
audi o conmponents. Vendor staff explained the
machi ne operati ons and answered technical
guestions although they were not present or
I nvol ved in the actual testing.

Furthernmore, the Attorney
General's Office did not influence or
participate in the testing.

Our team spent thousands of hours
over two nonths on this project scientifically
and objectively evaluating and docunmenting the
machi ne' s performance against the criteria.

Four different types of test procedures were
desi gned and used to evaluate different el ements

of the performance criteria and they were used
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for different reasons.

These four tests are the single
test and three types of volume tests. The three
types of volune tests are called the twelve
hundred vote test, the fourteen hour test and
the fifty-six vote test.

The single test is a one tine
exam nation or inspection or review of equipnment
and in vendor docunentation. The twelve hundred
vote test is a volune test involving nock voting
casting twelve hundred votes either manually or
t hrough el ectronic programm ng of the machi ne.
The fourteen hour test enulates real voting
situation replicating a typical election day. A
| ong ball ot was used conpl etely bal anced in
terms of the votes and included el ection
questions, write-ins, undervotes and voi ded
vot es.

Lastly, the fifty-two vote test is
designed to force the paper ballot to extent for
mul ti pl e pages by | ooking at a long ballot in
conjunction with a large font size.

Furthernmore, to support these volune tests,
sanmpl e ball ot scenarios were devel oped. The

results have been tabul ated and documented on
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the reports to the Attorney General's Office.

Now, | would like to introduce
Prof essor Aridaman Jain who will discuss the
test, the sanple sizes and ball ot scenarios and
various tallies.

MR. JAIN: Thanks, good norning.
' m Aridaman Jain, in the division of
mat hemati cal sciences at NJIT and I will be
describing in nore detail than he did the test
procedures. These are the procedures that the
Attorney General referenced in the opening
remar ks

So we had four type of tests, the
single test is a one time exam nati.on,
I nspection or review of equi pnent operations and
vendor docunentation. It includes a physica
I nspection of various conponents of the DRE and
the voter verified systens as well as
exam nation and conpari son of paper records with
ot her records, electronic records and scanned
records.

The basic operations and
configuration of the voter verified system are
exam ned by conducting a mock el ection by using

one oOor nore voters.
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Lastly, the vendor docunmentation
Is exam ned to include certain itens that are
requi red for how people in the polling booths
wi |l be using the equipnment.

There are three types of vol unme
tests. The fourteen hour test enul ates the
actual physical voting situation over a fourteen
hour period that you would run into in a typical
election in real life. Mock voters are
recruited to cast various types of voting
scenarios. Each voter votes for about an hour,
they take a couple m nutes break and then votes
again. So we had several mock voters go through
this process. This test procedure adopts -- the
fourteen hour test adopts the |ong ball ot where
we had twelve different voting scenarios that
represent the different types of scenarios that
actual voters will run into. Each voter is
presented with a shuffle set of cards. W want
to random ze the sequence in which the different
types of scenarios were voting on.

This fourteen hour test resulted
I n about six hundred votes being cast manually
by the voters. After each set of voting

scenari os, the mock voter was asked some
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questions about were they able to verify their
choi ces and other questions in ternms of doing
the voting itself to understand what a real
voter would experience. So that is the fourteen
hour test.

The twel ve hundred vote sinul ated
test generates about twelve hundred votes
conti nuously based on a short ballot. That's
t he ballot that was denonstrated to you a few
m nutes ago. This is done through a script the
program set up electronically for two m nutes
and manual ly for one type of machine. So here
the votes are not cast by people, but
el ectronically. The nunber of votes, twelve
hundred, was chosen to exceed the guidelines of
seven hundred fifty voters and also to neet
other statistical criteria. The way the twelve
hundred votes were generated electronically was
t hat we generated the long ball ot which had
ni neteen voting slots, hundred and twenty-five
times and the supplenental ballot, the other
kind of ballot, fifty times. So we had | ong
bal | ot and hundred twenty-five and | ong ball ot
fifty times resulting in twelve hundred votes.

So these tests generated the paper records that
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we saw earlier. The electronic records and the
barcode records, the one that are scanned with
t he barcode and we conpared all of them and the
same kind of thing was done for the fourteen
hour voti ng.

The third kind of volume test that
we did was fifty-two vote test. We conducted
fifty-two votes. The main focus was to be able
to test out multiple page ballot. But in
addition to the nmultiple page, we also wanted to
test out the capability to change votes. You
vote and you change your vote up to two tinmes
and those machi nes where it is feasible, we also
tested the fleeing voter scenario. . Somebody
doesn't conplete the voting process and wal ks
away, what happens.

To support these three types of
testing we devel oped two types of ballots, the
short ballot that you see on these Advantage
machi nes with nine slots and then the | ong
bal l ots which you run in sone elections with
ni neteen items. The eight scenari os were
conpl etely balanced in terms of whether you vote
for Republican or Denocrat, whether you answer

yes or no to a question. In that respect they

ROSENBERG & ASSOCIATES, INC. (973) 228-9100
www.rosenbergandassociates.com



© 00 N oo o A~ w DN P

N RN N N NN P R R R R R R R R
g A W N P O © © N O OO M W N L O

34

were compl etely bal anced and they were designed
to represent mllions of possible choices that a
voter can have with nineteen slots.

Then we had four hour voting
scenarios which captured the wite-in votes and
ot her scenarios that we used the ballots. After
doing all these three types of volune tests, we
generate four types of categories. Paper
records that are there, take them out, put back
and counting them how many votes were cast for
each position. The scanned barcode paper
records counts of those and then the voting
machi ne itself had a tally of how many votes had
been cast for each position and finally the
el ectronic votes. We conpared all those four
types of tallies for the fourteen hour test and
t hey matched perfectly hundred percent
agreenment .

Now, for one of the machines there
was a paper jam which resulted in a | oss of sone
paper ballots. So in that case we were able to
conpare the paper records with the scanned
records and they matched perfectly. W could
conpare these to the other two which are the

tallying of the machine and the el ectronic
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record and those two matched perfectly so we did
not find any errors in terns of these four types
of counts.

Thank you.

MR. SM TH: Thank you. 1'd |ike
to introduce Professor Yun-Q ng Shi who will
di scuss the exceptions and will cycle the
criteria for the machi ne under exam nation for
t he Sequoi a Advant age.

MR. SHI: MW nanme is Yun-Q ng Shi.
Prof essor of electrical at NJIT. As they
al ready nmentioned in general, our testing found
t hat the AVC Advantage machine conmplied with
nost of the criteria mainly, basically, wth
sonme problem but basically voter can verify
their sheet on the paper record.

Secondly, the electronic records
conmpared with the paper records match each ot her
so after you conpile it. There are twelve
exceptions we would like to present here. Sone
representing some problenms including sonme
addi ti onal reports.

So exception nunber one, one of
the criteria by the AG s office is the VVPRS may

be designed in various configurations. |In al
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configurations, prior to casting the ballot, the
voter shall have the ability to verify his or
her selections on a paper record in a private
and i ndependent manner.

Excepti on nunber one says if an
observer is six feet or even closer is allowed
to stand directly next to the left or right side
of the curtain, he or she may be able to ook in
and see the section on the voter panel. If on
the left side, this observer may al so be able to
see the paper record in the display unit so
that's exception nunber one.

Excepti on nunber two. On one hand
the criteria says, the paper record shall be
printed and the voter shall have the opportunity
to verify the paper record in its totality prior
to the final electronic record being recorded.

Our finding is that the voter does
not have an opportunity to verify the contents
of the paper record corresponding to the third
vote which is the last vote and they deposit it
into the storage bag i medi ately after print.

So in general the voter will be able to verify
his selection, but the |last one which the voter

does not have a chance to change anynore, but
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that is the |ast one, this one the voter cannot
have enough time to view it again because that
one is dropping into the bag.

MR. WOODBRIDGE: |Is it the voter
doesn't have enough tinme or the voter doesn't
see it at all?

MR. SHI: That is because the
machi ne is designed in such a way that is the
first one you have enough tine to reviewit,
second time same. The third tinme, that's the
| ast one, you do not have nore choice and this
one goes quickly into the bag.

The third exception according to
the criteria is voter privacy should be
preserved during the process of the recording,
verifying and auditing ballot selections. This
I ncl udes a voter who uses an audi o voti ng
device. Voters using an audi o voting device
shoul d al so be able to verify votes privately
and i ndependently.

What we found is that for audio
assisted voting if the paper record is printed
in nmultiple pages, otherw se there is no
problem but if the paper record occupied nore

t han one page, then the voter is pronpted to
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print to the next page after the first page on

t hat screen rather than slow the audi o nessage.
So this one may violate privacy of the visually
I npai red voters by exposing the paper record to
t he poll worker.

The exception nunmber four, the
criteria says an electronic ballot imge record
shoul d have a correspondi ng paper record and
another criteria is the electronic ballot i mge
record and paper records should be |inked by
I ncl udi ng uni que identifiers so that an
i ndi vi dual paper record can be identified with
its correspondi ng electronic record.

VWhat we found is that the only
I dentifier of the paper record that can link to
t he associ ated el ectronic ballot imge is the
bal l ot i ndex contained in the barcode that is
printed on the paper record. |If there are one
or nore paper records m ssing, then that is a
circunstance the electronic ballot imge records
cannot be correctly linked with their
correspondi ng paper ballots.

The exception nunber five,
according to the criteria, the printer should be

designed to have a sufficient anount of paper,
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I nk, toner, ribbon or like supplies for use in
an election, taking into account an el ection
di strict should have at | east one voting machine
per seven hundred fifty registered voters.

We found that paper replacement is
expected after about five hundred votes.

The exception nunber six criteria
Is that the printer should be secured by
security seals or |ocking mechanisms to prevent
tanpering. The printer should be accessed only
by those election officials authorized by the
county conmm ssi oner of registration

What we found is that the printer
i's not secured by any security seals or | ocking
mechani sm and it may be vul nerable for
tanpering. That's number siX.

Nunber seven, the criteria asks,
t he paper record should include identification
of the particular election, the election
district and the voting machi ne.

What we found is the particul ar
el ection name, nanmely primary el ection or
general election is not printed on the paper
record.

Excepti on nunber eight, the
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criteria is asking for -- says the DRE should
generate and store a digital signature for each
el ectronic record.

VWhat we found is that the DRE does
not generate for each electronic record.

Anot her criteria reads, the
records should be exported with a digital
signature which should be cal cul ated on the
entire set of electronic records and their
associ ated digital signatures.

What we found that because for
each individual electronic record there is no
signature so this second criteria does not
hundred percent satisfied.

Excepti on nunber nine, the
criteria reads the DRE should detect and notify
the election officials at the polling place of
any errors and mal functions. Another criteria
al so reads if a mechanical error or malfunction
occurs, such as, but not [imted to, a paper jam
or running out of paper, the DRE and VVPRS
shoul d suspend voting operations, not record
votes and present a clear indication of the
mal function to the voter and the el ection

of ficials.
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What we found is that indication
I's not clear enough and the details are listed

in the table as to those two paragraphs.

Excepti on nunber ten, the criteria

reads if the connection between the voting
machi ne and the printer has been broken, the
voting machi ne should detect and provide notice
of this event and record it in the DRE's

I nternal audit | og.

What we found that the printer
connection/di sconnection is not recorded in the
DRE internal audit | og.

Exception eleven we mark it as
serious. It reads if the voter |eaves without
finishing the vote, there is no audio or visual
signal to alert the poll worker.

Nunmber twelve is another serious,
reads during the electronic verification vote
test which is the pretest nentioned by two
previ ous speakers. W found paper jamresulted
in fifty-six paper records not being printed.

So | think those are it.

MR. WOODBRI DGE: The | ast item
the jam would you explain the situation in

whi ch that jam occurred versus how that differs
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fromregular election operations?

MR. SHI: Yes, this is the
pretest, this is not official election and those
twel ve hundred votes are electronically
conti nuously running so that would not happen in
real election and we have random here. |In real
election this will not happen because if paper
jam and the next vote or poll worker would not
be a real problem but we think that one should
be reported.

MR. MAHONEY: Was that during the
manual voting this occurred or was this done in
some ot her way?

MR. SHI: Electronic namely twelve
hundred voting is a program electronically
executed so continuously going.

MR. MAHONEY: That woul dn't
necessarily happen during regular voting?

MR. SHI: During regular votes
this will not happen because it will not
automatically continuously run.

MR. MAHONEY: Thank you.

MR. FLEM NG. For testing down the
| ine, are you going to be able to have tests

directed so when there is a jam it stops and it

ROSENBERG & ASSOCIATES, INC. (973) 228-9100
www.rosenbergandassociates.com



© 00 N oo o A~ w DN P

N RN N N NN P R R R R R R R R
g A W N P O © © N O OO M W N L O

43

conti nues on?

MR. DARER: | think when we set up
t he twelve hundred vote test, we will re-exam ne
each time you do it and if appropriate we will

MR. WOODBRI DGE: | have a couple
gquestions. First of all, 1'"d like to preface by
sayi ng you have done a thorough job and
t housands of hours worth of work. | think New
Jersey is in appreciation.

Overall, what is your inpression
of the machi ne?

MR. DARER: Well, as | summed up
in the beginning, | think there are two core
requi rements that were met. The vater does have
a chance to review and verify his or her vote on
t he paper record. And the tallies fromthe four
different sources, the paper record, the barcode
on the paper record, the electronic record and
the tallies in the closing of the poll, they all
mat ch.

MR. WOODBRI DGE: Al so had a coupl e
specific questions if | could. Maybe Dr. Shi
can denmonstrate. | am not clear exactly with
regard to nunber one, could you show us maybe on

the machine with regard to the privacy question.
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MR. SHI: Nunber one, there's a
curtain surrounding the machi ne during the
el ection, but that curtain is not tall enough
such that perhaps a poll worker if he or she is
tall then he or she may be able to see the
voting and that m nor privacy issue.

MR. WOODBRI DGE: |s that sonething
t hat could be fixed?

MR. SHI: All of those
exceptions --

MR. DARER: It's not a question
for us.

MR. SHI: It's not a question for
us.

MR. WOODBRI DGE: | amtrying to
get sonme clarification. Let me ask you one or
two issues if | could.

The exception nunmber four stated
that the only identifier of the paper record
el ectronic ballot machine is the index
containing the barcode except on the paper
ballot if there are one or nbre m ssing paper
records in the electronic ballot, the imge may
not be linked with the correspondi ng paper

record. Wuld that be you're suggesting that
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per haps each of the ballots that are not cast
shoul d have a barcode on it?

MR. SHI: Number four. On one
hand they have correspondence, yes, on the other
hand there is sonme potential problem As we
found that if we stanp bar codes then each
barcode has a certain ballot index. Then you
list the ballot imge index so all the paper
records can be listed. Then electronic records
al ready been there and then you can find a
correspondence so no problem We listed it
because of the foll ow ng.

Nanel y, you need to have all paper
ballots listed in the scanner listed in this way
then you can find the correspondence. So that
means if a human error take place during the
scan, then the correspondence we may possibly
| ose one or two paper ballots. Then the
correspondence will be not be reliable to be
found.

MR. WOODBRI DGE: Let me ask you
one | ast question for clarification. The
machi nes have all been tested with regard to the
seven hundred fifty registered voters. |[|Is seven

hundred fifty a realistic nunmber?
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MR. DARER: We got seven hundred
fifty fromthe guideline fromthe State that the
district is supposed to have one machi ne per
seven hundred fifty registered voters. \hether
that is the right nunber, | don't know.

MR. WOODBRI DGE: Also, lastly with
regard to exception eight, you tal k about
generating a signature for each electronic
record so each electronic record that is cast or
not cast, is that correct, should have a unique
Identifier to it?

MR. SHI : It should, but nanmely
suggested if each paper vote were corresponded
with a signature with the electronic ballot,

t hat woul d make the thing secure because nobody
can change. Then for all the ballot imging
when you export the data, you generate another
digital signature for the whole group and is

al so secure. That is what this criteria. What
t he Advantage do, they have for each one there
is no digital signature, but for a group they do
have.

MR. WOODBRI DGE:  Group being
defined as like fifty or a hundred or group

bei ng one, two or three?
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MR. SHI: Depends on the actual
Situation. If in the election there is five
hundred votes or seven hundred fifty votes, then
t hose woul d be it.

MR. WOODBRI DGE: This five hundred
votes m ght have of the same signature, is that
correct?

MR. SHI: Each has individual
t hen grouping five hundred have anot her one. In
this way the transm ssion to export the data
wi |l becone very secure, very reliable because
anything wrong we will be able to |ocate.

MR. WOODBRI DGE: You are saying it
doesn't have that?

MR. SHI: Now, it doesn't have.

For group they have.

MR. MAHONEY: |If you have five
hundred, was five hundred based on having the
voter having nmultiple chances as well as
mul ti pl e pages?

MR. DARER: | think as denoed the
reamis five hundred pages so that is five
hundred pages and if there were multiple page
votes, there m ght be fewer than five hundred

vot es.
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MR. WOODBRI DGE: Thanks for a
wonder ful | ob.

MR. DARER: |In addition to the
VVPAT, 1'd |like to echo what Ed Smth said
before the two very inportant conmponents,
cruci al conmponents to ensure security elections
are trained personnel and best practices and
procedures regardl ess of what happens with the
machi nes. So we described our project and
procedures and our findings and hope the
commttee finds it hel pful and thank you for
your time.

MR. WOODBRI DGE: Thank you very
much.

These comments are avail able on
the Attorney General's election website. Also
avai |l able are the rebuttal coments from
Sequoi a. So those docunents are of public
record if anybody would care to see them

Movi ng al ong at a reasonable clip
so far. Mhat | think we will do is start
wal ki ng through the criteria with a view towards
maybe taking an hour break around 12:15 or
12:30. We will make sure you have plenty of

time.
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M. Smth, are you ready to go
t hrough the criteria?

MR. SM TH: Yes, sir.

MR. WOODBRI DGE: The Attorney
General's Office has put together a version of
the statute which correlates to the various
questi ons people asked and since we have now
have a fully correlated version of that, what we
will do is basically go through the checkli st
rat her than go through the entire criteria. W
are not going to | eave any substance out, but |
think it will be easier to follow

So | amgoing to start by asking
some of the questions. Most of it comes out of
the statute. First question is the VVPRS, does
It contain any -- does the VVPRS contain any
undi scl osed hardware or software?

MR. SMTH: No, sir, it does not.

MR. WOODBRI DGE: The cryptographic
software in the voting systemis approved by the
U.S. Government's Cryptographic Modul e
Val i dati on Program CMWP?

MR. SM TH: Yes, the SHA-256
algorithmis approved by the program

MR. WOODBRI DGE:  Whi ch al gorithn?
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MR. SM TH: SHA- 256.

MR. WOODBRI DGE: Can the VVPRS
components be integrated into the existing |ocal
| ogi ¢ and accuracy testing requirenents?

MR. SM TH: Yes, they do.

MR. WOODBRI DGE: Does t he VVPRS
draw power fromthe DRE or the sanme el ectrical
circuit fromwhich the DRE draws its power?

MR. SMTH: Yes, it does.

MR. WOODBRI DGE: Does the DRE
provi de a standard, publicly documented printer
port or the equivalent using a standard
communi cati on protocol ?

MR. SMTH: Yes, it does.

MR. WOODBRI DGE: For every DRE or
el ectronic ballot imge there is a correspondi ng
paper record with a unique identifier?

MR. SMTH: Yes, it can be.

MR. WOODBRI DGE: Now, that
gquestion actually came up during the course of
our discussions and | would ask if you would
respond to the comment that there weren't
identifiers with each ball ot.

MR. SMTH: Sir, we are not saying

there aren't unique identifiers. |In the records
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for -- the electronic record, however, if you're
m ssing a paper record, then it becones nore
difficult.

| submt to you on the other hand
if you're m ssing paper records that the process
for any verification to be passed is hard to
foll ow regardl ess and the correspondence of
el ectronic records and, in fact, you'd likely
fall into what is in the regulations for VVPAT
mal functi on or other issue that would revoke the
procedures in that portion of the regul ation.

MR. WOODBRI DGE: | think the
guestion and answer is what are the reasons. |
have a problemwith it. | can't get a
correspondence with the coments from NJIT, if
you don't mnd |I want to make sure that when we
cover the criteria, it is the sanme one that NJIT
responded to. So if you don't mnd, | am going
to switch fromthat approach and really just
wal k right through the criteria itself.

The criteria which has been on the
Attorney General election website for some tinme
now starts out with a nunmber of general
definitions that really don't do anything other

t han define what you are looking at. Then it
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goes into issues of operations and that sort of
thing I am going to walk through some of those.

| am going to start with Bl on
page two. The VVPRS may be designed in various
configurations. In all configurations, prior to
casting the ballot, the voter shall have the
ability to verify his or her selections on a
paper record in a private and i ndependent
manner .

I m ght indicate that was one of
the issues that was raised in the report of NJIT
brought up and one of the questions raised that
a six-foot tall individual, would you respond to
t hat ?

MR. SM TH: Yes, M. Chair, |
would like to. NJIT performed the testing.

They performed it against the Advantage that you
see up against the wall here w thout curtains
present. You can see with the curtain that a
little bit. Wth the ones you have the curtains
in place as they are literally renders that

poi nt somewhat moot. You would have to be well
over seven feet tall to | ook over the curtains
or fromthe |eft-hand side.

MR. WOODBRIDGE: | amgoing to
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take the liberty and ask the staff here from
NJIT, was that simlar to the way the machi ne
was conpl ete when you saw it?

MR. DARER: We tested with a
curtain.

MR. WOODBRI DGE: Did you test it
with that kind of curtain?

MR. DARER: Yes.

MR. WOODBRI DGE: s that the kind
of curtain you found a problemw th the six-foot
tall individual?

Can you show us how t hat works?

MR. DARER: Yes, this is it.

MR. WOODBRI DGE: The .poi nt
basically is that there was testinony made if
soneone was tall enough you could basically sort
of between that crack with the curtain and the
metallic side or shield and see into it. Of
course, that also begs whether the public would
do that. |"'m not sure, but we'll ask this
gquestion just to make sure.

The VVPRS shall be designed to
allow the voter to easily review or accept or
reject his or her paper record. A, the DRE

shall not record the electronic record until the
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paper record has been approved by the voter.

| also note that this is the stuff
in the NJIT exceptions where they say the voter
does not have the opportunity to verify the
contents of the paper record corresponding to
the third vote after rejecting the first two as
It's deposited in the storage bin i medi ately
after printing.

MR. SMTH: M. Chair, the New
Jersey State |aw you are allowed to spoil three
ball ots or two ballots and on the third one is
your final choice regardless of voting node or
met hod with the DRE. So the machi ne processes
that. As they pointed out earlier, the machine
does provide a warning that this is your | ast
chance and however you vote, if you hit that
cast vote button it's basically going in.

MR. WOODBRI DGE: The issue | think
Is that may be the case, but you don't have an
opportunity, |long enough opportunity to take a
| ook at that third paper ballot to verify that
is, in fact, what you voted on. How |long do you
get to see the third ballot that you voted on
paper ?

MR. SMTH: It is very short. It
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Is only a matter of seconds.

MR. WOODBRI DGE: |Is that sonething
that is correctabl e?

MR. SM TH: Yes, it iIs
correctable.

MR. WOODBRI DGE: B3, VVPRS records
may be printed and stored by two different
met hods. A, cut and drop nmethod. The voter
views and verifies the paper record, which the
VVPRS cuts and drops into a storage unit.

B, continuous spool nethod. The
voter views the paper record on a spool -to-spool
paper roll. This nmethod shall be used in a
manner that fully protects the secrecy of all
vot es cast.

MR. SM TH: Yes, It iIs.

MR. WOODBRI DGE:  Any ot her
comments on that criteria?

MR. SMTH: No, sir.

MR. WOODBRI DGE: B4, no electronic
or paper record shall indicate the identity of a
voter or be maintained in a way that allows a
voter to be identified.

MR. SMTH: There are no

I dentifying indicators. Of course, by the tine
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the voter gets to the machi ne there nanme has
been script fromany work flow or information
flow.

MR. WOODBRI DGE: There i s nothing
on the ballot per say that would identify the
i ndi vi dual by nanme?

MR. SMTH: No, and by use of the
cut and drop the way they call it, there is no
opportunity for soneone to determ ne how the
voter is voting.

MR. WOODBRI DGE: Just a question
about when they fall. | would assume the first
one falls on or near the bottom of the bag and
the last one falls on the top. It is not really
truly a random drop

MR. SMTH: It is not truly
random no, but it is random zed enough that if
someone wanted to take the effort to develop a
list of voters in the order they voted on a
particul ar machi ne that they could not reliable
use that to reconstruct how the individual
vot ed.

MR. WOODBRI DGE: B5, the
el ectroni c and paper records shall be created

and stored in ways that preserve the privacy of
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the record.

Before | go any further, are there
copies of the criteria here? Does the audience
have copies? You all have copies of the
criteria and it's in the back of the report.

| don't know if | have to read
every word here. This also related to one of
t he exceptions that NJIT descri bed as exception
nunber one, the sanme one we took a |ook at. So
do you have any further comments on B5?

MR. SMTH: No, sir, | apologize I
was m si nformed about the curtains. Apparently
he did use them for the single test, but not for
the volunme test where nore nmenbers of the staff
participated. | will state that jurisdictional
tradition and current procedures call for no one
bei ng able to be around the equi pnent or the
sides of the equipnment and certainly behind the
equi pnent. So if you were a poll worker and you
saw an individual |eaning over the machi nes when
someone was voting, clearly you would have | ega
rights to have that person renoved and that is
rights in all fifty states. No state allows
peopl e to be around the equi pnment.

MR. WOODBRI DGE: B6, the VVPRS
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conponents shall conformto federal and state
accessibility requirenments. A, these

requi rements shall include, but are not limted
to, an audi o conponent that shall accurately
relay the information printed on the paper
ball ot to the voter.

This is noted on exception nunber
three of the NJIT report which states as
follows. For voter systemvote if a paper
record is printed on nultiple pages, the voter
Is required to print the next page after the
first page on the LCD screen rather than through
t he nessage thus violating the privacy of the
heari ng i npaired voter by exposing the paper
record to the poll worker.

MR. SMTH: Yes, | would like to
respond to that, M. Chair.

We prepare the test ballot to NJIT
with the specifications and as NJIT nentioned
earlier today, we were not allowed for just a
few mnutes to interact with staff. The issue
there centers around really a fairly piece of
el ection procedures. What we do in that case is
record an instruction to the blind voter as

jurisdictions do and based on the jurisdictional
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practice to instruct the voter is that there are
mul ti ple pages to their VVPAT ball ot and they
need to press the enter button or whatever
button on the audi o hand set to progress the
VVPAT t hrough the pages and we will overcone
this.

As | nmentioned, we were not able
to work with the NJIT staff. They basically
shooi ng us out of the way which is fine, but
unfortunately it |leads to situations like this
jurisdictional practice for this type.

MR. WOODBRI DGE: So you don't
di sagree with what they found, but you are
taking the position that it is fixable, is that
correct?

MR. SMTH: That is not only
fixable, but it is typically fixed in elections
where jurisdictions record audio to the blind
voter at the beginning of the ballot that
explain here's the button, here's what they do,
here's how you navi gate, here's how you make
choi ces and when you get to your paper record
and the systemtells you your paperwork is up
for review, you will have nultiple pages, please

use button X to scroll through your record and
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t hen once you go through it, it picks up and
says this is your |ast page, press button X or Y
to cast your vote and then finish.

MR. WOODBRI DGE: B7, the VVPRS
device shall draw its power fromthe DRE or the
same electrical circuit from which the DRE draws
Its power.

l'd like to mention that was one
of the questions | had on the checklist. You
answer ed that.

MR. SMTH: Yes, sir, you can see
the cables comng fromthe back of the
el ectronics box to the VVPAT both power and data
are in there.

MR. WOODBRI DGE: The voti ng
machi ne shall provide a standard, publicly
docunented printer port or the equival ent, using
a standard communi cati on protocol.

MR. SMTH: Yes, it's using a
standard protocol.

MR. WOODBRI DGE: Ni ne, the VVPRS
shall mark the paper record precisely as
I ndi cated by the voter on the DRE and produce an
accurate paper record and correspondi ng

el ectronic record of all votes cast.

ROSENBERG & ASSOCIATES, INC. (973) 228-9100
www.rosenbergandassociates.com



© 00 N oo o A~ w DN P

N RN N N NN P R R R R R R R R
g A W N P O © © N O OO M W N L O

61

MR. SMTH: To that | hang ny hat
on the NJIT testimny. They do a four way cross
check and found it to be accurate.

MR. WOODBRI DGE: | think the
commttee will note that NJIT did nake
representation that the core criteria which
I ncl uded the cross counting of electronic
records to paper.

MR. SMTH: We also did testing
for federal qualification of the product and the
work that they do to also check that.

MR. WOODBRI DGE: B10, DRE
el ectronic ballot imge records shall include
all votes cast by the voter including wite-ins
and undervotes.

MR. SMTH: That is correct. The
VVPAT shows that the vote on the handset and the
capabilities allow for wite-in candi dates which
goes in the electronic record and on the paper
record and | believe NJIT tested for that.

MR. WOODBRI DGE: If | can ask,
Mtch, | don't know if you heard it, but did
NJI'T test for undervotes, overvotes, that sort
of thing?

MR. DARER: Yes.
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MR. WOODBRI DGE: 10A, write-in
votes are votes cast by a voter for an
I ndi vidual not |listed on the ballot as a formal
candi dat e.

MR. SMTH: They vote through a
keypad towards the bottom of unit being closest
to the voter and for visually inpaired unit
t hrough their audi o handset.

MR. FLEM NG On the printout it
shows it as the main one.

MR. SMTH: That's correct.

MR. WOODBRI DGE: You nentioned you
tested the wite-in capability.

MR. DARER: Yes, we did.

MR. WOODBRI DGE: B, undervotes are
el ective office and/ or public questions on the
ball ot for which the voter has not cast a vote.
You count the votes.

MR. SMTH: We track them but we
don't count them because they are not a valid
vote, but you can tell how many there are. It
depends on your definition of count. W count
and track, but they are not tallied.

MR. FLEM NG On the printed

bal | ot paper, how does that show it?
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MR. SMTH: No sel ections.

MR. WOODBRI DGE: B11, an
el ectronic ballot imge record shall have a
correspondi ng paper record. A, the paper record
shall be printed and the voter shall have the
opportunity to verify the paper record in its
totality prior to the final electronic record
bei ng recorded.

I note that was also one of the
exceptions that NJIT pointed out when stated the
only identifier on the paper record to link to
t he associated el ectronic ballot imge is the
bal | ot i mage i ndex contained in the barcode that
is printed on the accepted paper ballot. |If
there is one or nore m ssing paper records, the
el ectronic ballot inmage records cannot be

correctly linked to the correspondi ng paper

bal | ots.

MR. SMTH: That is a true
st at enent . However, once again, as | stated
earlier, if you have m ssing paper records and

there are other portions of the record votes
because you have evidence that there is a
mal functi on or sonme other issue at hand and in

any situation you have m ssing paper ball ot,
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whether it is real or otherw se, you have a nmuch
nore serious issue than being able to correspond
back and I would submt that the systemt hat
can't identify the voter or anything along those
| i nes can provide correspondence of paper
records m ssing.

MR. WOODBRIDGE: | ama little
confused. There is a barcode. Maybe we can
show you here. These are the three -- these are
the first two ballots that were attenpted, but
not cast. These were two spoiled ballots. The
| ast one that is cast you notice has a barcode
on the top. | guess ny first question is maybe
it has to do with why does just the accepted
bal | ot have a barcode?

MR. SM TH: Because you don't want
an opportunity for soneone accidentally read an
unaccept ed barcode so instead of barcode being
void --

MR. WOODBRI DGE: Coul d you not put
a barcode on each of the ballot, even the voi ded
one that has it enbedded the barcode that it is
a spoiled ballot?

MR. SMTH: You could, but once

again, you' re opening yourself up to m stakes.
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MR. WOODBRI DGE: Part of our
concern is that or part of my concern is that if
paper is going to be trunped, for |lack of a
word, if there is a paper ballot m ssing, what
to do.

MR. SM TH: The regul ati ons have
provided for that. W had to send in
docunmentation to the Attorney General's Office
what constitutes convincing evidence that there
was a mal functi on.

MR. WOODBRI DGE: These two spoil ed
paper ballots, is there an identifier in the
el ectronic machine that indicates that spoiled
ballots were, in fact, not voted on, but are in
fact, there?

MR. SM TH: No.

MR. ALLEN: ' m Dave Allen. There

Is a State law that actually prevents us that

until the votes have been accepted, we can't
record the ballot itself. If we were to record
it and then void it, we would still be recording

t hat ballot so we'd actually be in violation.
MR. WOODBRI DGE: You are
suggesting these spoiled ballots don't | eave an

electronic trail?
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MR. ALLEN: No.

MR. WOODBRI DGE:  You are
suggesting they are not supposed to?

MR. ALLEN: Absolutely, yes.

MR. WOODBRI DGE: M tch, do you
have any comments on that?

MR. DARER: Weé concur

MR. WOODBRI DGE: When you say you
concur, then in that record is it fair to say
that the accepted ballots, the ones with the bar
codes, do have unique identifiers to verify?

MR. DARER: Yes.

MR. ALLEN: | would like to say,
however, the technique for |inking as such that
NJIT did correctly state that the way the
records are retrieved and the way the
I nformati on tabul ated on the barcode, if any
paper records are mssing, it makes it difficult
to cross relate. In the conversion of the code
which is currently undergoi ng federal
certification that's been addressed by altering
the way that the electronic ballots are
retrieved and presented to the officer which
will allow themto identify when a paper ball ot

I's actually m ssing.
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MR. WOODBRI DGE: So, for exanmpl e,
let's say that a hundred people went in and
voted and you only found ninety-eight of these
things in there, you could reconstruct the
m ssing two?

MR. ALLEN: You could identify the
el ectronic records that were associated with
t hose m ssing two, yes.

MR. WOODBRI DGE: In theory, if a
judge was so inclined he or she could count the
two m ssing ballots and add a paper version to
it?

MR. ALLEN: Yes.

MR. WOODBRI DGE: B, the DRE
el ectronic ballot imge record shall correspond
to the paper record in a manner that does not
reveal the voter's identity.

I think we established that.

11C, the paper record shall
contain all voter selection information stored
in the electronic ballot inmage record.

MR. SM TH: Yes.

MR. WOODBRI DGE: I n other words,
every vote that voter cast does have

correspondi ng record on the paper ballot, is
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that correct?

MR. SMTH: That's correct.

MR. WOODBRI DGE: Section three,
design requirenents for a VVPRS printer. One,
the printer shall be designed to have a
sufficient amount of paper, ink, toner, ribbon
or like supply for use in an election, taking
I nto account an election district should have at
| east one voting machi ne per seven hundred fifty
regi stered voters.

Now, we do have a comment from
NJIT that paper replacenent is required after
five hundred votes.

MR. SMTH: That is correct in
terms of how it is set up for the election, five
hundred ballots. Reans of five hundred pieces
of paper.

MR. WOODBRI DGE: Could you if you
wanted to do nore than five hundred or is it
best designed for five hundred?

MR. SM TH: The paper is avail able
in a deck of five hundred.

MR. WOODBRIDGE: It conmes in five
hundred each, is that correct?

MR. SM TH: Yes.
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MR. ALLEN: Counting the supplies
we use in this particular printer, five hundred
Is the largest size they do. There is no
physi cal reason why they couldn't bring packs
| arger, but because it is nost standard size if
someone were to purchase those, it would be a
speci al manufacturing process and cost woul d
I ncrease consi derably.

MR. WOODBRI DGE: Do you know of
any states that absolutely mandate that you
achi eve seven hundred fifty ball ots.

MR. SM TH: No, not that | know
of, sir. The nunber, the few nunbers that | am
aware typically are quite low. If you |ook a
seven hundred fifty voters to represent a turn
out of sixty-six and two-thirds percent, five
hundred is relatively a |low turn out.

MR. WOODBRI DGE: Of course the
flip side you don't know how that offsets.

MR. SMTH: One thing to bring to
| i ght you saw how easy the paper was changed and
if the jurisdiction so chooses, rather than
change the full ream of paper, the unit is mde
to be removed as a whole and sinply repl aced

wi th anot her unit.
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MR. WOODBRI DGE: Swap out with

what ?

MR. SMTH: The entire system
hangs on the side of the unit. You could have
one full of paper refill and set it back on the

record plug in the printer port and you are off
to the races again.

MR. WOODBRI DGE:  You woul dn't
really have to change the paper, you change the
whol e t hi ng.

MR. SM TH: You can change the
entire unit. Of course, the entire tine the
ball ots are in the bag secured and very stiff
opening is small and you got your procedural and
security.

MR. WOODBRI DGE: | know t he
| anguage that appears. |t says the printer
shall be designed to have a sufficient anount of
paper, taking into account the election district
shoul d have at | east one voting machi ne for
seven hundred fifty votes. So the sixty-four
t housand dol | ar questi on, does that mandate a
seven hundred fifty ballot cartridge.

MR. FLEM NG. My question right

now i s at the county |level. What is your
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requi rement for the machi nes per nunber of vote,
seven fifty, so that is the requirenment?

MR. CHAGARIS: Arthur Chagaris.
The regul ati on says there should be a machine
for seven fifty. The machine is capable of nore
t han seven hundred fifty so it is a matter of
addi ng the paper which is a fairly easy process.
| think the criteria is satisfied.

MR. WOODBRIDGE: It is not a
t housand percent clear whether it means you have
to permt seven hundred fifty ballots before you
have to change paper or whether just accommodate
seven hundred fifty.

MR. ALLEN: Section 3AlA actually
addresses the issue of changing the paper in the
printer during the day which inplies that that
process was actually expected by the State.

Il would like to point out one
ot her thing because obviously there is still a
concern with security. The likelihood of this
happening is actually very low. Five hundred
ball ots cast with one machi ne every seven
hundred fifty voters constitutes sixty-six point
seven percent. | think any jurisdiction that

achi eves al nbst sixty-seven percent turnout
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woul d be phenonenally happy with their voter
turnout and something like this would be al nost
| am sure they would be happy to supply another
paper.

MR. WOODBRI DGE: This goes into
t he next section which means if any additional
paper or other supplies required shall be done
with mniml disruption to voting w thout
circunvention of security features if a printer
storage unit which protects the cast ball ots and
secrecy of votes.

MR. CHAGARIS: The first part to
help interpret it is to understood there will be
paper change.

MR. SMTH: M. Chairman, |'d |ike
to respond in this manner. |f the board
believes that this is a mandated requirenment
then we will offer the jurisdiction the one

t housand deck pack. We will go back to the

paper vendor and we will work with themto make
a one thousand pack. It will be a custom card
deck. | want to make that clear for the public
and for yourself, but we will offer that for

sale if it believes that is a requirenent and

thus we can easily satisfy the seven hundred

ROSENBERG & ASSOCIATES, INC. (973) 228-9100
www.rosenbergandassociates.com



© 00 N oo o A~ w DN P

N RN N N NN P R R R R R R R R
g A W N P O © © N O OO M W N L O

73

fifty requirenment.

MR. WOODBRI DGE: Okay, 2, the
VVPRS shall have a | ow paper indicator that wll
allow for the timely addition of paper so that
each voter can fully verify w thout disruption
all of his or her ballot selection.

MR. SMTH: Before the VVPRS runs
out of paper it will cease allow ng the next
voter to go in.

MR. WOODBRI DGE: Do | understand
correctly if a voter goes in to cast a vote if
there isn't enough paper they cannot cast a
vot e.

MR. SMTH: That is correct. |If
they couldn't do the three tinmes, then it wll
cease.

MR. WOODBRI DGE: Does it give
war ni ng before you get to the --

MR. ALLEN: In fact, the way it
works if there is not enough paper for themto
cast three ballots, it will not even all ow you
to begin.

MR. WOODBRI DGE: How does it
detect when you are down on paper.

MR. ALLEN: It has a sensor which
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senses how nmuch paper is actually left.

MR. WOODBRI DGE: |Is this an
opti cal sensor?

MR. ALLEN: Yes.

MR. FLEM NG. Does that also
i ncl ude a page printer.

MR. ALLEN: Yes, it does, correct.

MR. WOODBRI DGE: Three, the
printer shall be secured by security seals or
| ocki ng mechani sns to prevent tanpering. The
printer shall be accessed only by those el ection
officials authorized by the county comm ssioner
of registration.

This is also the subject of NJIT
comments which stated that printer is unsecured
by seals or | ocking mechani sm and maybe
vul nerable to tanper.

MR. SMTH: We have on the units
for security seals. W are not exactly sure,
once again, we did not interface with NJIT.

MR. WOODBRI DGE: You may want to
rai se your voice.

MR. SMTH: We don't understand,
we have a provision for |ocks and seals on the

equi pment and as | stated earlier, we are not
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able to interface with NJIT so it is difficult
for us to respond to that other than say we have
provi ded what we believe are appropriate nunbers
of locations for seals.

MR. WOODBRI DGE: | am going to ask
Mtch as a spokesperson here.

MR. DARER: Can we go up to the
machi ne.

(Vher eupon, a short recess was

t aken.)

MR. WOODBRI DGE: Let the record
reflect that we took a short five or ten mnute
visit to the inspect the actual equipnment to
take a | ook at the cover on the printer and
asked some questions with regard to security and
t anper evident seals and possible use thereon
and so let's continue back to where we were. |
appreciate it letting us take this digression.

So if | understand correctly,
seals can be added to the device. NJIT raised
the issue of whether or not the cover should be
| ocked during elections and | understand your
position is that is a choice of the county or
the election district that makes that, is that

correct?
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MR. SMTH: Yes, that's correct.

MR. WOODBRIDGE: So if we were to
ask if there was a physical |ock of the plastic
cover during an election, that is sinmply what?

MR. SM TH: Yes, we could do that.

MR. WOODBRI DGE: A4, the VVPRS
shall be capable of showing the information on
t he paper record in a font size of at least 3.0
mm and shoul d be capabl e of showi ng the
information in at |east two font ranges, 3.0-4.0
mm and 6.3-9.0 mm under the control of the
voter or poll worker. This criteria can be nmet
by providing a magnification device with the
VVPRS.

MR SMTH: M. Chair, we do
provide for the jurisdictions each of the font
Si zes.

MR. WOODBRI DGE: | know NJIT
probably pointed this out in the criteria. |
will see if we can nove along and take a | ogi cal
break in about fifteen m nutes.

Section 3B, paper record display
unit. One, the paper record shall be displayed
in a way that allows the voter to privately and

I ndependently inspect it.
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Thi s has been the subject

first exception from NJIT.

MR. SMTH: Once again, we

that it is very difficult to view. You h

wal k around the side or the rear of

of the

assert

ave to

t he machi ne

whi ch once again violates what | suspect is a
state |law, certainly procedure.
MR. WOODBRI DGE: So this is

basi cally sanme answer

to the question we had

about operation?

MR. SM TH: Yes, sir.

MR. WOODBRI DGE: B2, if the paper
record cannot be viewed entirely in the display
unit at one time, the voter shall have the
opportunity to verify the entire paper record
prior to the electronic or the paper ball ot

bei ng stored and recorded.

Again, this is the subject

second exception that NJIT raised just to

refresh everybody's recollection was that

voter does not have an opportunity to ver

contents of paper record corresponding to

third vote. After reviewi ng or rejecting

first two as it is inpossible because it

the storage bag after the printing. This

of the

t he
ify the
t he
t he
goes in

Is the
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peopl e not being able to actually see the paper
of the third paper ball ot.

MR SMTH: M. Chair, we
interpret this clause in the regul ations a
little bit differently. W interpret this to
mean if you have a nultiple page ballot that the
voter be allowed to review page one of two and
control the units that after he or she read
t hrough page one or two can read page two of two
and then if it agrees with both pages cast the
bal | ots.

MR. WOODBRI DGE: So | am not sure
| understand how you read this. The point NJIT
is maki ng you don't have enough time to really
review the third paper ballot before it is cast.
| am not sure how that relates to a ballot that
has nultiple sheets.

MR. SMTH: That is a different
part of the regulation. The third ballot being
the final ballot. This is a different clause.
This clause being reviewed entirely in the
di splay unit nmeaning the wi ndow at one tine.

MR. WOODBRI DGE:  So, in other
wor ds, what you are saying here this goes to a

different issue than if you have two sheets or
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more you will review nore than one sheet before
you cast the ball ot.

MR. SM TH: You receive an
instruction in the display wi ndow that says
press enter to review the next page of the VVPAT
record. Then you will hit the enter button and
get page two of two will conme out and if you
want read pages or see how you voter cast vote,
it drops into the bag. |[|f you disagree, you can
go and change your vote.

MR. WOODBRI DGE:  You can actually
get to the third ballot say the second one and
you want to see if page three of your |ong paper
bal | ot corresponds with your vote, you actually
be able to see the electronic vote and your
paper ballot at the same time.

MR. SMTH: That is correct during
the printing of VVPAT record, the vote that you
cast is still displayed on the face of the
current machine. You can you also at any tine
see how you voted as you wanted to vote and then
you can check the records side-by-side.

MR. WOODBRI DGE: How do you go
back to the second or first page of that | ong

ball ot and review the entire paper ballot is
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t hat correct against the electronic?

MR. SMTH: No, sir, the printer
does not scroll backwards so you reviewthe
VVPAT record one page at a tinme once you review
the first you enter and review the second and
third or fourth or fifth.

MR. WOODBRI DGE:  You cannot scroll
back up.

MR. SM TH: You cannot scroll back
up.

MR. FLEM NG. Going back to the
first one in that third time through right now
woul d have nultiple pages it will spit the paper
virtually out of the printer. You have new code
wor king on that so right nowit will have
mul ti pl e pages on the third try and the new code
wi Il supply the first page and second page so
t hey can verify what they are actually doing.

MR. SMTH: That is correct.

MR. ALLEN: M . Chairnman, one
thing I think we are going to have to get sone
sort of recommendati on concerning how the
regul ations in State law. New Jersey State | aw
says it third ballot will be cast. Now if we

need to we could slow it down to allow people to
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view it, yes, but then what is the point of that
I f you then have to cast it. |If they have to
cast that ballot. |If they are going to void it
then a third time then we would need to confirm
that is allowable in the State | aw. Because of
t he anonymty, there is no way to if they voter
said | still believe there was wong, | nmade a
m stake the third tinme there is no way to

I sol ate that vote.

MR. FLEM NG | think it's the
voter verifiable. The voter wants to know t hat
| ast one was actually they want to be able to
see that is ny interpretation. It is not that
t hey can change it again. It is just that they
can see what really this whole printer not
really have paper ballot to be able to count it
Is really so the voter is getting confidence in
saying what |'m seeing is what is actually put
I n.

MR. ALLEN: You are suggesting
t hey should be able to void it a third time?

MR. FLEM NG No, that is their
vote, but at |east they can see what they voted
for and if they made a m stake then that is

anot her issue, but they made the m stake on that
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third try at | east they know they nmade a
m st ake.

MR. SMTH: As | nmentioned there
I's code currently.

MR. WOODBRI DGE: Just for
clarification, do | understand that if you get
to your third ballot that is automatically cast,
I's that correct.

MR. SMTH: It is not
automatically cast, but once you have cast it
t he paper record is not available for you to
make changes to. And | think the point of
contention here is that it goes by fairly
qui ckly such that you can't take a full reading
of it and wal k away confortable that the record
Is really what you did that third tinme around.

MR. WOODBRI DGE: The display unit
shall have a protective covering which shall be
transparent and shall not obscure the voters
vi ew of the paper record. The this covering
shall be in such condition that it can be nade
transparent by ordinary cleaning of its exposed
surface.

MR. SMTH: Yes, sir, we provide a

pl exi gl ass cover over the paper record and you
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can clean it.

MR. WOODBRI DGE: The record should
probably reflect too the menbers of the
commttee took a | ook at the machine and the
cover over the paper vote.

C, paper. Any paper record
produced by a VVPRS shall be readable by voters
and el ection officials.

MR. SMTH: Yes, sir.

MR. WOODBRI DGE: What we have up
here perhaps the public would want to take a
| ook during the break is the sanmples of the
ball ots that were printed out to spoiled ones
and one final one and they are readable.

C2, all paper records shall be
stored in accordance with vendor specifications.
| guess that begs a question what are vendor
specifications for storage.

MR. SMTH: In short they
essentially are tenperature and hum dity that we
find in this room and you can save sonme
variation around that considering voting
machi nes are stored in a warehouse environment
whi ch may not have perfect air conditions |ike

at your house or in a business office.
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MR. WOODBRI DGE: How do you secure
t he bags when the vote is finished?

MR. SMTH: |'m not sure.

MR. WOODBRI DGE: You finished
voting at the end of the day and the people have
dropped the ballots in bags how do you keep
people fromreaching in the bag and.

MR. SMTH: That is really nore of
a jurisdictional issue. W provided sonme
physi cal security and place additional seals and
|l ocks with the bag. W put a cover over it when
you nove the back fromthe printer unit or you
can transport it as a whole.

MR. WOODBRI DGE: Do peopl e
typically seal the bags when they are finished
so it can't be broken w thout some sort of
evi dence.

MR. SMTH: Yes, it is typical
that jurisdiction require that the seals remain
i ntact and | eave the machine as it is take it
down, but | eave the printer and the bag
basically as they are in a sealed or |ocked
condition or if you do open the bag that you put
t anper evident tape or something over the

opening so that if it is tanpered with
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attempting to fish ballots out of bag or insert
ballots in the back it would be easily
det ect abl e.

MR. WOODBRI DGE: C3, if stored in
accordance with vendor specifications, the paper
used to produce a paper record shall be readable
for a period of at |east two years after the
election in which it is used.

MR. SM TH: Yes, we assert that

MR. WOODBRI DGE: Do you have any
i dea what the life of the paper ballot is?

MR. ALLEN: The specifications
fromthe paper manufacturers assert. the ink
shoul d be good for up to seven years if it is
kept within the environment which is specified.

MR. WOODBRI DGE: Are these what
kind of print is this we print on anything other
t han paper?

MR. SM TH: No, sir.

MR. WOODBRI DGE: \What is the
susceptibility with regard to light? | know
light tends to nmess things up.

MR. SMTH: Part of storage is

that they are kept in the dark which normally
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that is not as nmuch after been issue because
they are typically boxed and secured.

MR. MAHONEY: \What about excessive
heat ?

MR. SMTH: Heat will get them
too, but it has to be pretty excessive.

MR. MAHONEY: \What do you consi der
excessive?

MR. SMTH: Leaving it on the
dashboard of your card for extensive period of
time.

MR. MAHONEY: |s that eighty-five
or ninety degrees?

MR. SMTH: That will reduce the
readable life the paper, but not -- the paper
does take into account the warehouse.

MR. WOODBRI DGE: | think we are
going to do one nore section here and then take
a break just for the record we appear to be
probably a little bit |ess than hal fway through
t he specifications.

D, paper record storage unit.

One, Security protection including, but not
limted to, security seals or |ocking mechanisns

shall be built into the storage unit to prevent
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tanpering at all times, including pre-election,
el ection day and post-election. The Attorney
General, through the Departnment of Law and
Public Safety, will issue chain of custody

gui del i nes regarding the storage unit.

| don't think we have to deal with
the | ast sentence obviously but for the record
you m ght want to review for the commttee again
the security seals and | ocking mechanisns for
t he paper records storage unit.

MR. SMTH: Yes, we have provision
for |oops to provide |ocks or seals went the
bal | ot bag and the printer unit of the system
and as M. Allen pointed out earlier the
equi pment tanper efforts that adhesive seals are
easily placed between the cover and chassis an
the chassis and the unit so that pre-election is
compl ete and the machines is ready to go at that
time jurisdiction typically apply those | ocks
and seals and tape and they will remain there
until the jurisdiction procedure. The paper or
whol e printer change outs and certainly election
activities.

MR. WOODBRI DGE: This was one of

t he exceptions that NJIT pointed out that says
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It is not security by seals or |ocking
mechani snms maybe vul nerable to tanper this was
an i ssue obviously discussed a few m nutes ago
during our voyage over to the Sequoia vending
machi nes.

It is almost 12:30. | think it we
made decent progress. Why don't we take a one
hour break and reconvene here at 1:30. See if
we can wrap up the criteria and then give the
public an opportunity.

Out of curiosity how many people
to we have signed up to speak. | see a show of
hands. Okay, thanks, we will see you back here
at 1:30 and ready to go.

(VWher eupon, a short recess was

t aken.)

MR. WOODBRI DGE: Ladi es and
gentlemen, if we could resunme with the hearing.

M. Smth, you were here two
seconds ago, oh. W hope we have been able to
make sonme i nprovenent with the audi o equi pment.
| apologize if it is been hard for us to be
under st ood out there. | know the court
reporter, Tony, has been suffering through

difficulties and hope this goes a little bit
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better.

You may recall we were wal ki ng
t hrough the criteria and by stopped right before
section four which is the procedural and use
built requirements and so |I'm going to pick up
fromthat part of the page five with the paper
records.

Part of the criteria that says
paper records shall include identification of
the particular election, the election district
and the voting machine. And I'll also note NJIT
had provided a comment with regard to that
particular section in which they stated that the
name primary el ection and general el ection was
not printed on the record.

Do you want to comment on that?

MR. SMTH: That's fixed in the
version that is currently being tested.

MR. WOODBRI DGE: So the version
t hey saw did not include a description of
whet her it is a prinme election, but you are
sayi ng that has been fixed?

MR. SM TH: Yes, sir.

MR. FLEM NG. \VWhen you did that

version will be out?
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MR. SM TH: Septenber or October.
It will be a firmupgrade. It is not a hardware
change.

The question was the nature of the
correction to print all of the information that
is listed in the regulation and that is firmware
Is in verification and due out in two or three
nmont hs and we will get them upgraded.

MR. WOODBRI DGE: So | wunderstand
that software will be available if you choose to
use it?

MR. SM TH: Yes.

MR. WOODBRIDGE: And it will State
primary el ection?

MR. SMTH: Yes, all the
I nformation that appears will be included.

MR. WOODBRI DGE: Section 4A2, the
paper record shall include a barcode that
contains the human-readabl e contents, shorthand
I's acceptable, of the paper record.

We did see, of course, there was a
barcode on the cast ballot. |'mnot quite sure
what you nmean by short hand.

MR. SMTH: | am not sure either,

sir, but that is not applicable we sinmply
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printout a readable record of the voters intent.

MR. WOODBRI DGE: [|'m sorry, |
didn't understand that.

MR. SM TH: The barcode provides a
full record of the voters choice.

MR. WOODBRI DGE: The barcode you
have all the information how the voter voted, is
that correct. You can get the entire vote from
t he barcode.

MR. SMTH: That is correct.

MR. WOODBRI DGE: 2A, the barcode
shall use an industry standard format and shall
be able to read using readily avail able
comrerci al technol ogy.

MR. SM TH: Yes, the 417 barcode
and it is readable.

MR. WOODBRI DGE: Readily avail abl e
comercial technol ogy?

MR. SM TH: Yes.

MR. WOODBRIDGE: B, if the
correspondi ng el ectronic record contains a
digital signature, the digital signature shal
be included in the barcode on the paper record.

MR. SMTH: As | said by NJIT we

take an electronic signature of the entire cast
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record votes when the poles are closed not of
each individual voter so this is not applicable.

MR. WOODBRI DGE: | guess | am
still alittle bit confused about that concept a
digital signature for a batch of votes that
correct.

MR. SM TH: Yes, an individual
signature taken when the poles are closed so at
the end of the day when the tabul ations are nade
by the poll worker the tabul ations stored on the
machi ne has a digital signature taken of that
entire set of cast ballots and that digital
signature is recorded and you can utilize that
to ensure or check on the tanpering.

MR. WOODBRIDGE: | amreally
confused about what a digital signature is. |Is
a digital signature sonmething that is printed on
the record or is it sonething that is stored in
t he machi ne and what is the digital signature.

MR. SMTH: The record of the
di gital signature.

MR. WOODBRI DGE: \What is it? What
Is this digital signature we are tal king about.

MR. ALLEN: A digital signature is

a value which is calculated on data which is
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uni que to that and it uses a key which neans if
you change it you will not be able to read
cal cul ate.

MR. WOODBRIDGE: It is a private
key encryption.

MR. ALLEN: That is actually hash
value which is used in the digital signature.

It encrypted it is and then verified by any --

MR. WOODBRI DGE: Where is the
signature stored?

MR. ALLEN: The signature in this
case the signature is actually each bar does
have a digital signature associated with it.

MR. WOODBRI DGE: So each barcode
woul d have a signature for the batch.

MR. ALLEN: It protects the data.
It allows you to conpare the data to show t hat
t he data contained in the barcode in this case
Is the sane as what the signature was cal cul at ed
upon.

MR. WOODBRI DGE: B1, a digital
signature is extra data appended to an
el ectroni c docunment which identifies and
aut henticates the sender and nessage data using

public key encryption or other means approved by

ROSENBERG & ASSOCIATES, INC. (973) 228-9100
www.rosenbergandassociates.com



© 00 N oo o A~ w DN P

N RN N N NN P R R R R R R R R
g A W N P O © © N O OO M W N L O

94

LPS.

I's that the hash code arrangenent ?

MR. SMTH: That is correct. W
use a hash code to show what is assigned the
data set which you can use to |ater show it has
not been tanpered with.

MR. FLEM NG | need to step back
with the digital signature. Basically NJIT
found did not see that there was a digital
signature for each record.

MR. ALLEN: For each electronic
bal | ot.

MR. FLEM NG. But you had just
st ated each barcode --

MR. ALLEN: Each barcode.

MR. FLEM NG There is a digita
signature of the barcode matched to the record,
but not for the individual record itself?

MR. ALLEN: Correct, however, |
would like to say that the it actually does
create a digital signature with each ball ot.

MR. WOODBRI DGE: Sanme section the
barcode shall not have -- the barcode shall not
contain any information other than an accurate

reflection of the paper records human readabl e
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content error correcting codes and digital
signature information.

MR. ALLEN: There are correction
code that is part of the pdf format that is used
i n the barcode.

MR. WOODBRI DGE: Those are
reflected in the barcode itself.

MR. ALLEN: It is part of the
same. Part of that is the correction
i nformation in there.

MR. WOODBRI DGE: 3, for the cut
and drop method, if the paper record cannot be
displayed in its entirety on a single page, each
page of the record shall be numbered and shal
I nclude the total count of pages for that
bal | ot .

MR. SMTH: Yes, as nentioned
earlier we are put a two of two or one of three,
two of three on each page.

MR. WOODBRI DGE: Four, the image
created on a paper record shall include every
contest that is displayed to the voter on the
DRE including wite-ins and undervotes.

MR. SMTH: Yes, that is an area

we will do.
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MR. WOODBRI DGE: Al so assum ng the
audi ence benefit that if it did not neet this
criteria, NJIT would have probably brought it to
our attention. | am assumng that if the
machi ne didn't neet some of that criteria, NJIT
woul d have brought it to our attention is that
correct. Looks like a yes nodded.

MS. VENETIS: This was not tested
by NJIT there was no specification.

MR. WOODBRI DGE: Let's deal with
the public later if that is okay.

Fi ve, the paper record shall be
created such that its contents are machine
readabl e.

MR. SM TH:  Yes.

MR. WOODBRI DGE: You said the
barcode includes all the information.

MR. SMTH: Correct.

MR. WOODBRI DGE: Si x, the paper
record shall contain error correcting codes for
t he purpose of detecting read errors and for
preventing other markings on the paper record
from being msinterpreted when the paper record
IS machi ne read.

MR. SMTH: Yes, it is per the
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barcode standard.

MR. WOODBRI DGE: Section B, DRE
el ectronic records. The electronic ballot imge
record and paper records shall be |inked by
i ncludi ng uni que identifiers so that an
i ndi vi dual paper record can be identified with
Its correspondi ng electronic record. Unique
Identifiers are tools that will allow LPS to
measure the reliability and accuracy of the
voting system as necessary. The electronic
bal | ot i mage and the paper record shall not
reveal the identity of the voter.

A, unique identifiers shall not be
di splayed in a way that can be easily menori zed.

As mentioned previously, there
this was al so pointed out in one of the comments
from NJIT which said the only identifier on the
ball ot |linked to the associated imge is through
a valid index in the barcode and printed on the
paper record. |If there are one or nobre m ssing
paper records the electronic ballot imge
records cannot correctly linked to the
correspondi ng paper record.

MR. SMTH: We stand by what we

said earlier to that with a m ssing paper record
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you have clearly other issues, but considering
t he process to proceed normally and you can
cross tie the papers to electronic records.

MR. WOODBRIDGE: | think that if
you mi ssing sonme paper records that aren't
uni quely identified you will be able to.

MR. SMTH: What | am saying if
you're m ssing paper records with current
el ectroni c and paper records it remenber very
difficult and if you're mssing a significant
nunber of paper records it would be near
I npossible to tie them together.

MR. ALLEN: | would like to add to
t hat statement. As | stated earlier the nmethod
or of retrieving the electronic information has
been approved in the versions and now all ows you
coul d conpensate for that.

MR. WOODBRI DGE: 2, the DRE shal
generate and store a digital signature for each
el ectronic record.

There is also a comment from NJIT
on that which says the DRE does not indication a
signature for each record, but only of a batch
of records will be accepted paper record an

additional -- the DRE does not generate

ROSENBERG & ASSOCIATES, INC. (973) 228-9100
www.rosenbergandassociates.com



© 00 N oo o A~ w DN P

N RN N N NN P R R R R R R R R
g A W N P O © © N O OO M W N L O

99

addi tional signature for each electronic record
pertaining to ballot imge record of accepted
paper record and does generate additional
signature for each set of electronic records
printed on electronic ballot image. This is
cal cul ated on the entire set of electronic
records within the associ ated digital

Ssi gnat ures.

MR. SMTH: We agree with that as
stated and we will generate for each and every
cast vote record.

MR. WOODBRI DGE: Just so there is
no confusion. |Is this the same software that
you are tal king about being availahle in two or
t hree nmont hs?

MR. SM TH: Yes, sir, it is.

MR. WOODBRI DGE: B3, the
el ectronic ballot imge records shall be able to
be exported for auditing or analysis on
st andar ds- based and/ or COTS, comerci al
off-the-shell information technol ogy conputing.

A, the exported electronic ball ot
I mage records shall be publicly avail abl e,
nonproprietary format.

MR. SM TH: M. Chair, if I my go
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back to earlier. The DRE shoul d generate an
electronic record it is not a mandatory

requi rement in the regulations. |1'd just |ike
to point that out for the record.

MR. WOODBRI DGE: But neverthel ess
you will.

MR. SMTH: We are conputing our
systemto conply, but it is not a mandate.

MR. WOODBRI DGE: Goi ng back to
section three with regard to exporting for
audi ting analysis on standards-based or COTS,
what is your exporting mean.

MR. SM TH: 3A would be we
provided to NJIT and the units generate i mges
t hrough the small printer in the back. You can
al so get them out of text file Mcrosoft export
fromthe machine electronically.

MR. WOODBRI DGE: So a text file or
pdf .

MR. SMTH: A TAC.

MR. WOODBRI DGE: B, the records
shall be exported with a digital signature which
shall be calculated on the entire set of
el ectronic records and their associated digital

si gnat ures.
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This also was NJIT had a comment
on this which was simlar to what we just talked
about ?

MR. SM TH: Yes.

MR. WOODBRIDGE: So if you have a
text file or as a graphic file there is a
digital signature?

MR. SMTH: It is reading across.
It took me a second, but there is a long string
of the letters and nunmbers at the bottom

MR. WOODBRI DGE:  You support for
somepl ace for tabul ation or what have you.

MR. ALLEN: M. Chairman, it is
i ncluded in the text when you export the
I nformation, you export it in two forms. It can
be printed by the machine or it can be a text
file. In either case the bottom of the record
the entire record there is a string which is the
hexadeci mal representation of the digital
signature which can be verified.

MR. WOODBRI DGE: C, the voting
system vendor shall provide docunentati on about
the structure of the exported ballot imge
records and how they shall be read and processed

by software.
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MR. SMTH: We are providing that
docunent ati on.

MR. WOODBRI DGE: | m ght point out
for the record that we have received a
signi ficant anount of docunmentation on all
aspects of the machi ne.

D, the voting system vendor shall
provide a software programthat will display the
exported ball ot imge records and that may
I ncl ude ot her capabilities such as providing
vote tallies and indications of undervotes.

MR. SM TH: Yes, our selection
management system allows for that.

MR. WOODBRI DGE: The voting system
vendor shall provide full docunentation of
procedures for sporting electronic ballot imge
records and reconciling those records within the
paper records.

MR. SM TH: Yes, we have provided
t hat docunentati on.

MR. WOODBRI DGE: Next Section, C,
voting with a VPRS. One, LPS shall pronul gate
for voters instructions on how to use the VVPRS.
A, the VVPRS vendor shall provide in plain

| anguage any reference material requested by LPS
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to aid in the preparation of VVPRS instructions.
These instructions shall be issued to each
county board of election for board worKker
training.

| believe that method will be
provi ded to us.

MR. SM TH: Yes, we have provided
operational manuals for the Advantage with
VVPRS.

MR. WOODBRI DGE: I nstructions for
use of a VVPRS shall be made available prior to
an election on the Division of Election's
website and shall be available to the voter at
the polling place of an el ection.

C, prior to an election, the
county comm ssioner of registration will provide
denmonstrati on machi nes at conveni ent |ocations
t hroughout the county for voter education
pur poses.

Wth regard to that issue what do
you provide to each voters on how to use the
machi ne?

MR. SMTH: W provide operator
and mai nt enance manuals. The county takes those

and write it down in |anguage that is suitable
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for the jurisdiction. They have graphics people
and reformat accordingly, but we provide the
base verbiage for themto draw from W also
provi de personal and technical support so the
jurisdictions are putting together training and
voter education materials.

MR. WOODBRI DGE: | believe as a
footnote in our town about two or three years
ago they actually had one of those happen to the
machi nes. So you can see it.

D, the instructions for performng
the verification process shall be made avail abl e
to the voter on a location inside the voting
machi ne. Where feasible, the instructions shall
al so be on the machi ne ball ot face.

MR. SMTH: That's fine with us.
We take that as best we can. You can certainly
see the ballot and the instructions.

MR. WOODBRIDGE: Is it fair to say
you vote on the DRE, you don't have to do
anyt hing special just press a button to vote?

MR SMTH: It is a work flowto
the vote to do so, but if they followthe
pronmpts, it will carry themthrough the process.

MR. WOODBRI DGE: They
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automatically get a paper ballot.

MR. SMTH: They can't say no to

MR. WOODBRI DGE: They can confirm
if it asks to have a paper trail cone out.

MR. SM TH: The machi ne w |
automatically carry themto a paper trail.

MR. WOODBRI DGE: Two voter privacy
shall be preserved during the process of
recording, verifying, and automatic conti nui ng
bal | ot sections. This includes a voter who uses
an audi o voting device. Voters using an audio
voting device shall also be able to verify votes
privately and i ndependently.

You did have a couple of comments
fromNJIT in that regard one said the voting if
a paper record is printing the voter is pronpted
to print the next page after the first page and
were in LCD screen rather than audi o nessage for
the privacy by exposing the paper to the poll
wor ker .

MR. SM TH: The jurisdiction can
record and provide to the audio or instructions
that states how to interact with the machi ne.

So they would say once you have heard or

ROSENBERG & ASSOCIATES, INC. (973) 228-9100
www.rosenbergandassociates.com



© 00 N oo o A~ w DN P

N RN N N NN P R R R R R R R R
g A W N P O © © N O OO M W N L O

106

otherwi se the first page is printed press this
bottom and get the second page and it will tell
t hem next and when you see your two pages you
can press this button to cast your vote and be
done. So they can provide instruction for you
had audi o.

Li ke | said, we were not able to
Interact with NJIT except for a couple m nutes,
ot herwi se we can denonstrated it. The
jurisdiction |Iike many things on our machine
record audi o instructions and | ocal tradition is
| ocal needs and this being one of them they can
do that.

Once again, also the NJIT report
t he next version of firmvare will have an extra
slot for lack of a better word for audio
Inserted so that in the script and flow for
I npai red voter it will come up with another
audi o queue so they can hear it fromthe
begi nning. They will get another audi o queue
t hat says you nust do this to get from point A
to point B.

MR. WOODBRI DGE: Three, in any
el ection where the ballot contains a | anguage in

addition to English, the paper record shall be
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produced in all such | anguages.

MR. SMTH: W have that
capability and | believe two of the units are
programmed to do that for Spani sh.

MR. WOODBRI DGE: To assist with
manual auditing, candi date names on the paper
record shall be presented in the same | anguage
as used in the DRE summry screen.

MR. SM TH: What ever | anguage the
voter has chosen and thus the screen it is
presented in will be there. Of course, with the
Advant age the voter selection are shown
constantly so there is no need for separate
el ectronic screen so as the VVPAT is noving the
voter can | ook at the full phase of the ball ot
and see it.

MR. WOODBRI DGE: B, information on
t he paper record not needed by the voter to
performverification shall be in English.

MR. SMTH: That is really the
i nformati on on the VVPAT that the voter sees.

Of course there is a barcode as such.

MR. WOODBRI DGE: Four, the privacy

of voters whose paper records contain an

alternative | anguage shall be maintained.
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MR. SMTH: Yes, sir, it is.

There is nothing out of the ordinary for an
alternative | anguage.

MR. WOODBRI DGE: There i s nothing
that would identify a voter?

MR. SM TH: No, sir.

MR. WOODBRI DGE: The paper records
shall distinguish between accepted and
nonaccepted ball ots.

MR. SMTH: The print on it if
it's voided and the presence of the barcode the
printed the word void.

MR. WOODBRI DGE: Just for the
record, the two spoiled ballots appeared to have
the word void written at the top of them and the
third ballot with the barcode which is the one
that the voter accepted actually has the word
accepted in black on the left-hand side.

A, the voter shall have the
opportunity to accept or reject the contents of
his or her paper record.

Again, this goes back to the
comment made about NJIT nunmber two. It said the
voter can have the opportunity to identify the

contents of the record corresponding to the vote
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as it is. W have discussed this issue. Wuld
you explain for the record the response to that.

MR. SMTH: To the number of tinmes
it allows. At this time the unit is progranmed
according to New Jersey law to have a maxi num of
two and a third and final paper record. It does
present a warning notice as shown in sub item
two and then if they did cast the vote it is in
the final and as we stated earlier that third
time because you cannot make changes to the
VVPAT it does scroll down quickly and in the
firmvare we will structure it so goes in the
same manner as the first and second to give an
opportunity for the voter to see the third and
not changeable is indeed in there.

MR. WOODBRI DGE: |f the voter
rejects the contents of the paper record, he or
she may recast the ballot up to two additional
times. This procedure is consistent with
current State | aw.

MR. SM TH: Yes, sir and because
different states have different nunbers, we
allow the votes that nunmber of tinmes.

MR. WOODBRI DGE: Two, before the

voter causes a third and final paper record to
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be printed, the voter shall be presented with a

war ni ng notice on the machi ne that the

sel ections on the DRE will be final. The voter
will see and verify a printout of the votes, but
wi |l not be given additional opportunities to

change any vote. The third ballot cast shall
constitute the final and the official ballot of
such a voter.

MR. SMTH: It does behave in that
manner .

MR. WOODBRI DGE: As | recall from
your earlier testinmony, it provides a warning on
the LCD screen, is that correct?

MR. SMTH: That is correct.

MR. WOODBRI DGE: Does it provide
any other warning before the ballot that he or
she casts?

MR. SMTH: | believe it provides
it that one time. That would be a key part of
t he process where you need to either say yes |
have done it and hit the button or go back and
resel ect selections before the third tine.

MR. WOODBRI DGE: Upon rejecting a
paper record, the voter shall be able to nodify

and verify the selections on the DRE wi thout
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having to reselect all choices in all contest he
I's on the ball ot.

MR. SM TH: The machi ne does
behave in that manner. You can change one or
change the entire ball ot.

MR. WOODBRI DGE: So if you change
your m nd and you just change one vote for a
freeholder that is all you have to do, you don't
have to revote the entire ballot?

MR. SMTH: Yes, you can make one
change or if you decide the take it back the way
it was originally, you can do that and hit cast
vote. You can do it anyway you want to do it.

MR. WOODBRI DGE: Four, if a
mechani cal error in recording or printing a
paper record occurs, the record shall be counted
as a spoiled paper record. It will not be
counted as one of the voter's three attenpted
vot es.

MR. SM TH: The machi ne behaves in
that way. So the printer confirms back the
finalized print it drops it in the box. It does
not signal the machine of the other chances.

MR. WOODBRI DGE: Five, the VVPRS

shall be designed to indicate the paper record
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whi ch the voter has identified and cast as his
or her official ballot.

MR. SMTH: It does identify that
t hrough the word accepted. Accepted and cast.

MR. WOODBRI DGE: Next section is
section five, security and reliability. A,
VVPRS shall not be permtted to externally
conmmuni cate with any system or machi ne ot her
than the voting systemto which it is connected.

MR. SMTH: As it's configured and
as you can see there is no opportunity to unplug
or transmt out, in other words, external
communi cati ng.

MR. WOODBRI DGE: Assune we foll ow
t he procedures followed by the el ection.

MR. SMTH: To sone extent you,
but there is nothing structurally that allows
themto communi cate externally.

MR. WOODBRI DGE: B, the VVPRS
shall only be able to function as a printer, it
shall not contain any other services, for
exanmpl e, copier or fax functions or network
capability. The printer shall not contain any
conponent with an external communication

feature.
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MR. SMTH: And it does not.

MR. WOODBRI DGE: The paper path
bet ween the printing, view ng and storage of the
paper record shall be protected and sealed from
access except by election officials authorized
by each county conmi ssioner of registration.

MR. SMTH: | think we viewed that
earlier with the opportunity to place seals and
t anper proof tape.

MR. WOODBRI DGE: D, al
cryptographic software in the voting system
shal|l be approved by the U S. Governnment's
Crypt ographi ¢ Modul e Validation Program if
applicable, prior to being certified in New
Jersey.

MR. SM TH: The 256 produces
writing that is attached and we will find
numer ous mani festations of it approved.

MR. WOODBRI DGE: As stated in the
di scussion portion of Section 7.9.3 of the
United States El ection Assistance Comm ssion
draft criteria for voter verifiable paper audit
trail requirenment, there may be cryptographic
voting schemes where the cryptographic

al gorithms used are necessarily different from
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any algorithms that have approved CMP

I mpl ement ations, thus CMVP approved software
shoul d be used when feasible, but it is not
requi red. The CWMVP website is given.

If | understand correctly, the
cryptographic software we have the Gover nnent
Crypt ographi ¢ Modul e Validation Program is that
correct?

MR. SM TH: The 256 algorithm
approved part of the issue from CWP. [t only
I ncl udes end to end cryptographic solutions and
does not inmprove and cannot approve the mllion
al gorithnms when you put an approved al gorithm
i nside a piece of software such as .a voting
machi ne, an ATM any devices, satellites. The
CMVP does not go to approve everybody, but you
can clearly see fromthe website what al gorithns
are part of the approved suite and they could
all the algorithms that the 256 is one of those.

MR. WOODBRI DGE: It says may.

Two, the vendor shall provide a
certification of CWP approval, if applicable.

I f not applicable, the vendor shall provide a
certification setting forth the reasons why CM/P

approval does not apply.
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MR. SMTH: It is as | just stated
where CMVP does not approve the use of approved
algorithms with enmbedded systems. They couldn't
afford the manpower and staffing to go out and
approve everyone that is using the algorithm so
they don't -- they do approve solutions and they
do approve algorithnms thensel ves.

MR. WOODBRI DGE: It seens to nme
reading this literally that if that's the case
we need sone sort of certification fromyou al
expl ai ning the CW approval .

MR. SMTH: We did provide that to
the Attorney General's Office |I think two weeks
ago.

MR. WOODBRI DGE: They al ready have
t hat.

MR. SM TH:  Yes.

MR. WOODBRI DGE: The printer be
connected to the voting machi ne either by
compl etely concealing the printer connection or
via a security tag to prevent tanpering.

MR. SMTH: In the case of
Advant age one end of the cable is conpletely
shrouded and the other side a tanper proof seal.

MR. WOODBRI DGE: F, the DRE shal
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detect and notify the election officials at the
polling place of any errors and mal functi ons
such as paper janms or | ow supplies of
consumabl es, e.g., paper that may prevent paper
records from being correctly displayed, printed
or stored.

This was the subject of a comment
nunber nine where it said if a mechanical error
or mal function occurs the DRE di splays an error
message in both the operators panel and were in
LCD the voter the error doesn't always reflect
t he actual diagnosis. Furt her nore, if a
printer error occurs the printer has to be
power ed down and then powered on again to return
to a workable status. The VVPRS appears out of
the unfinished printing context in a different
size and upside down on the paper.

MR. SMTH: We conply with the
regul ati ons that State shall attain and notify
the election officials of any errors or
mal functions. It clear that the unit does give
i ndi cation via LCD and the panel.

As for the particular
circunmstances around that particul ar paper jam

It is difficult to say because with the
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interface with NJIT, but in any case it happens
to be a voter's third time to review the VVPAT
record they could of course void that and
continue to vote if they were unsure in the
paperwork or for sonme reason they could not view
it.

MR. WOODBRI DGE: We have NJIT
people here. | ama little confused. It says
error nessage does not reflect the actual
di agnosi s.

Mtch, could you tell us exactly
what that means?

MR. DARER: There was six types of
errors and mal functions tested. Paper jam
paper broken within the one paper sheet broken,
broken at the end of a paper sheet. Printer
power di sconnection, printer communi cation cable
di sconnecti on and | ow paper supply. So those
are six different scenarios. Sone involving the
paper, sone involving the printer power, sonme
i nvol ving the printer comunicati on cabl e and
the same error message was observed for each of
the first four, VVPAT printer error. So there
were m sl eading an error signal canme up, but it

was not the correct one. It was m sl eadi ng that
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I's what we encountered.

MR. WOODBRI DGE: \What is the
m sl eadi ng message? Did it say that there is a
printer error, but it doesn't tell you what the
error is, is that correct or a janP

MR. DARER: The error messages was
ei ther VVPAT printer error, printer off |line or
VVPAT printer error out of paper. Those were
the only two error messages that showed up.
They showed up even if the problem was printer
communi cati on cabl e di sconnect, paper broken at
t he end, | ow paper supply.

MR. WOODBRIDGE: So it gave you
basically only two flavors of error. nessages,
but it didn't give any --

MR. DARER: It did draw sonmeone's
attention to it. But according to the
regulation in ternms of a clear indication, we
felt it wasn't clear

In 5G --

MR. WOODBRI DGE: We are not there
yet, but al nost there.

MR. DARER: One after another and
we grouped them together.

MR. WOODBRI DGE: Let's go to 5G so
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we can get the coments for the record. They
will cover 5F and 5E and Section G

If a mechanical error or
mal functi on occurs, such as, but not |limted to,
a paper jam or running out of paper, the DRE and
VVPRS shall suspend voting operations, not
record votes and present a clear indication of
the mal function to the voter and the election
of ficials.

MR. DARER: As | nmentioned earlier
some of the criteria call for quantitative
assessnment. Does it have it or doesn't and
words like easily or clear isn't there. W nmade
our interpretation of it and felt it wasn't
cl ear.

MR. FLEM NG. But it was cl ear
there was a probl enf?

MR. DARER: Yes.

MR. WOODBRI DGE: It gives you two
types of instructions, but there are two types
of error messages, but nore types of problens
t han you can have clearly indicate what the
problemis. For exanple, can you distinguish
bet ween error jam and runni ng out of paper?

MR. ALLEN: Wth the regul ations
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It is clear there is an issue that the paper
records be displayed. So our contention of the
version of firmwvare does actually confirmthe

|l etter requirements however we agree there could
be nmore error types distinguished and the
version formthat is com ng pending
certification which should be avail able for
State certification next two or three nonths
does include nore certification on the exact
cause.

MR. WOODBRIDGE: So in two or
three months we are likely to get some software
per haps with some of these other things he is
tal ki ng about and be able to differentiate it
bet ween sonme of the these types of errors?

MR. ALLEN: Correct, dependi ng on
what the sensors are it will determ ne which
error type is likely to be spelled out.

MR. WOODBRI DGE: |t seens to ne
t he nost common type of error is paper |ow or
paper jam

MR. ALLEN: If you find paper
movenents and expect the papers to nove and it
doesn't and the paper is not alone, then will be

able to say paper jam
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MR. WOODBRI DGE: Thank you.

Section H, if the connection
bet ween the voting machine and the printer has
been broken, the voting machine shall detect and
provi de notice of this event and record it in
the DRE's internal audit |log. Voting operations
shall be suspended and no votes shall be
recorded.

We al so have sonme comments from
NJIT on that regard. It says quote the printer
di sconnections not recorded in the DRE' s
i nternal audit |og.

MR. SMTH: We have no contention
with that the version firmware under
certification. On the other hand in the second
sentence of this clause that operations be
suspended and no votes recorded. |If the printer
I s di sconnected on the back of the units, the
unit knows that and the suspend voting
operations.

MR. WOODBRI DGE: Maybe | did
not -- ny hearing isn't very good, but if the
connection is broken, is there a record of that
event in the DRE s internal |o0g?

MR. ALLEN: In the other firmware,
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the firmvare in federal certification and wil
be avail able to New Jersey in certification for
t hree nont hs does record that event in the

I nt ernal DRE.

MR. WOODBRI DGE: To make sure |
understand it, you don't disagree with their
analysis in the first sentence, but there wl
be software avail able or correction to do that?

MR. ALLEN: Correct. My
col | eagues pointed out that even with this
version of firmwvare when the printer is
di sconnected, the machine not only notifies, but
al so suspends that so that part is net.

MR. WOODBRI DGE: Earlier there was
f eedback between the printer and the machi ne
such that you can't go on the next one so this
Is part of that.

MR. SM TH: Yes.

MR. WOODBRI DGE: Paragraph I, if
the voter's selection on the DRE do not match
t he paper record, then the DRE shall inmediately
be withdrawn from service. One, the affected
voter shall be able to vote on another voting
machi ne, if available, or by enmergency ball ot.

J, the vendor shall provide to LPS
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docunentation for the DRE and the VVPRS that

I ncl udes procedures for the recovery of votes in
case of a malfunction. LPS shall be responsible
for dissem nating this information to the county
comm ssioners of registration.

MR. SMTH: W gave to the
Attorney General's Office some weeks ago for the
Advant age.

MR. WOODBRI DGE: K, Vendor shal
provide to LPS docunentation for the DRE and the
VVPRS t hat includes recommended procedures to
enable the election officials to return a voting
machi ne to workabl e status after the machi ne has
mal functi oned, the printer needs ta be replaced
or a voter has used it inconpletely or
I ncorrectly.

MR. SMTH: Once again, that is
part of the troubl eshooting in the operating
manual .

MR. WOODBRI DGE: One, these
procedures shall not cause discrepancy between
the tallies of the electronic and paper records
it.

MR. SM TH: None of our procedures

call for involvenment with the electronic paper
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records and counti ng.

MR. WOODBRI DGE: Two, the LPS
shall be responsible for dissem nating this
information to the county conm ssi oners of
regi stration.

L, the vendor docunmentation shall
I ncl ude procedures for investigating and
resolving printer mal functions including, but
not limted to printer operations, m sreporting
of votes, unreadabl e paper records and process
failures.

MR. SM TH: Once again, we sent it
to the Attorney General's Office in the trouble
shooting guide and included in that added to our
standard offering of that manual convincing
evi dence that procedures are around printer
operations.

MR. WOODBRI DGE: |If the machine
mal functi ons or becomes i noperable, voters wl
be entitled to vote by emergency ball ot.

We historically required that
emer gency paper ball ot box be placed inside of
voting machines. | don't know whether they
still do it. What do you do with respect to

emergency ballots?
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MR. SM TH: Paper ballots?

MR. WOODBRI DGE:  Yes.

MR. SMTH: That is really a
jurisdictional issue. | don't believe --

MR. WOODBRI DGE: | believe the DRE
testing data require there been a box on the
side of the machine that included a pencil and
paper ballots. That may still be a valid
requirement.

It doesn't say so here explicitly,
but that is always been required by the State.
This criteria isn't as explicit as the gold
criteria was with respect to provided, for
exanmpl e, emergency paper ballots sa that is
something that will resolve itself. [|If you were
required to place a box on the side of the
machi ne woul d that be any probl enf?

MR. SMTH: Well, the Advantage
base unit that you see over there has been
certified since 1994 so if there is a
requi rement that the machine --

MR. WOODBRI DGE: Probably for
general certification.

MR. ROVEI: |'m Adol ph Romei with

Sequoi a. The machi nes that you are | ooking at
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right here don't have a ballot box attached, but
at | east one machine in every voting district in
machi ne has enmergency ballot box. It is a

seal ed ballot box itself attached by State | aw
to the machine so it is avail able already so
that is in the prior certification.

MR. WOODBRI DGE: That woul d be
I ncluding with these machi nes here, is that
correct?

MR. SM TH: Absolutely, there is
no change in that certification.

MR. WOODBRI DGE: | think ny
recollection | think every machine is supposed
to have those on there whether the county
enforces that or not, | don't know. Everyone
shoul d have on the side of it a place to put a
paper with thirty ballots.

Move to page el even sonme of the
criteria comng past that point really aren't
directly relevant to the vendors.

So | amgoing to skip
certification Section 6A, B and C and skip down
to C1 and C2. The vendor shall provide to the
State, electronically and in hard copy, all use

and technical specifications and docunentation
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relating to the function of the VVPRS.

MR. SMTH: Yes, | believe we
comply with that.

MR. WOODBRI DGE: Two, the vendor
shall submt a certification that the VVPRS
satisfies the State's criteria.

MR. SMTH: We provided it.

MR. WOODBRI DGE: You provided it,
Is that correct?

MR. SM TH: Yes.

MR. WOODBRI DGE: The next section
actually we dealt with at the very begi nning on
our checklist, but I will read it anyhow. D, a
VVPRS shall not at any time contain or use
undi scl osed hardware or software. The only
conponents that may be used in the system are
conponents that have been tested and certified
for use in the State.

MR. SMTH: Yes, sir, we are
complying with that.

MR. WOODBRI DGE: The vendor wil
be required to provide the source code for the
DRE and the VVPRS to the State and/or to place
such source code in escrow to allow for

I ndependent testing by the State at its
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di scretion. Upon request, the State will enter
into a nondi scl osure agreenent with the vendor.
MR. SMTH: We are negotiating
that now and we will conply with that.
MR. WOODBRI DGE: You're
negoti ati ng?

MR. SMTH: We're negotiating

t hat.

MR. WOODBRI DGE: Do you keep your
escr ow?

MR. SM TH: Yes, through the State
requires.

MR. WOODBRI DGE: How far al ong are
you with the certification with the State of New
Jersey?

MR. SMTH: We have a substanti al
draft.

MR. WOODBRI DGE: The draft of the
Attorney General's Office.

MR. SMTH: | believe it is in at
this tinme.

MR. ROMEI: We do indeed have a
draft.

UNI DENTI FI ED SPEAKER: We believe

the draft is final subject to a remaining
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conment by the Attorney General's office and
t hat agreenment expressly addresses the source
code.

MR. WOODBRI DGE: Ckay, the vendor
will be responsible for the cost of any testing
of the VVPRS that the State deens necessary to
achi eve certification.

G, vendor docunentation shall
i nclude printer reliability specifications
I ncl udi ng Mean Tine between failure estimates
and shall include recommendati ons for
appropriate quantities of backup printers and
suppl i es.

MR. SMTH: We have supplied that
to the Attorney General's office.

MR. WOODBRI DGE: Mean Ti nme between
failures. Section seven, pre-election
procedures and post-election procedures were on
t he checkli st.

A, a VVPRS' s conmponents shall be
integrated into the existing local |ogic testing
procedures performed by county el ection
officials which are performed in preparation for
an el ection.

MR. SMTH: Qur response to that
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I's our equipnment is certainly able to perform
tests the other machi nes past.

MR. WOODBRI DGE: I n fairness we
asked this fromthe checklist.

| am going to skip over sections
8A, B and C because they are not relevant to
t hi s hearing.

Go to 8D, in case the machine
cartridge becones unreadable or is damaged for
an audit or recount, the county conmm ssioner of
regi stration shall produce the ball ot imge
audit log fromthe machine. The vendor shall
provide to LPS docunentation regarding the
producti on of such audit | og.

MR. SMTH: Yes, that is in the
operati ons manual s and vari ous other manual s we
provided to the attorney.

MR. WOODBRI DGE: Simlarly, 8E,

t he paper record shall be created such that its
contents are machi ne readabl e for purposes of
any recount, audit or initial tallying of an
election in the event that the machine cartridge
containing the electronic record is not usable.

MR. SM TH: It is.

MR. WOODBRI DGE: This may be

ROSENBERG & ASSOCIATES, INC. (973) 228-9100
www.rosenbergandassociates.com



© 00 N oo o A~ w DN P

N RN N N NN P R R R R R R R R
g A W N P O © © N O OO M W N L O

131

redundant. The paper record shall contain error
correcting codes for the purpose of detecting
read errors. This may be done by barcode.

MR. SM TH: As we discussed, it

MR. WOODBRI DGE: G, the vendor
shall provide to LPS witten procedures to
I dentify and resolve any discrepancy between an
el ectronic record and its correspondi ng paper
record. LPS shall be responsible for
di ssemnating this information to the county
comm ssioners of registration.

MR. SM TH: Yes.

MR. WOODBRI DGE: H, the vendor
shall provide witten procedures for determ ning
what constitutes cl ear evidence that a paper
record is inaccurate, inconplete or unreadabl e.
LPS shall be responsible for dissem nating this
information to the county conm ssi oners of
regi stration. Now, the vendor shall provide
written procedures for determ ning what
constitutes clear evidence that a paper record
I's i naccurate, inconmplete or unreadable.

MR. SM TH: Yes, we have provided

that as part of the machi ne.
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MR. WOODBRI DGE: It would seemto
me if a paper record was unreadable, it is not
readabl e.

We wal ked through the different
sections of the statutes we do have a few nore
guestions. Do we have copies of certification
from other states? This accommdation with the
printer.

MR. SMTH: Yes, sir, it is.

MR. WOODBRI DGE: The DRE has been
approved by other states, is that correct?

MR. SM TH: Yes, statew de
i npl ementation in Louisiana.

MR. WOODBRI DGE: Any ot her states?

MR. SMTH: Yes, sir, Colorado. |
really need someone in sales at this point, but
we can find that list. | just can't recall off
the top of ny head.

MR. WOODBRI DGE:  You wi Il provide
copi es of docunentation.

MR. SM TH: The Advant age has
al ways gone through Wl e Labs.

MR. WOODBRI DGE: Any ot her I TA
docunent ati on?

MR. SMTH: A system as a whol e we
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t ook the managenment and procedure end to end
qualification, but all of the hardware in the
Advant age and ot her offerings all was Wl e Labs
or Assi st Labs.

MR. WOODBRI DGE: Before we get to
the public input is David MIIstein here? Wuld
you cone here for a second.

We have a gentl eman here who wants
to address the issue of the disability and in
order to fairly wrap this up. M. MIlstein,

t hank you for com ng here today. W have just

been through a fairly |Iong and somewhat tedi ous
pi ece by piece review of the equi pment that is

in front of us.

The only remai ni ng conponent
bef ore we could take public input is to get your
I nput with regard to the functionality of the
machi ne with regard to people who are visually
or audibly inpaired and | understand your
prepared to coment on that.

MR. M LLSTEI N: | am yes. Good
afternoon, my nane is David MIlstein. | ama
State ADA adm nistrator, the Anmericans Wth
Di sabilities Act. Yesterday afternoon we did a

review of the machines to ny |left and also to ny
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right. The machines to ny left do have the
proper clearance that we are | ooking for for a
wheel chair user to roll directly under to be
able to utilize the machine for voting. The
cl earances we have are twenty-nine inches for
underneath. We have a twel ve-inch spread to
allow for the wheelchair to go fully under with
a person doing a forward reach. The reach
Itself as the clearance fromside to side is
anywhere fromthirty-six to forty-eight inches
for clearance.

We al so had a person fromthe
departnment of human services who is visually
i npaired, blind, to actually do a test and do a
voting ballot. W used audio for that. W
hooked up speakers instead of the actual
headphones for us to here as well as herself.
The way the machi nes operated for her was that
the instructions were very well read, very well
hear d.

VWhen it came to the actual ball ot
for voting the voice synthesizer was usable
hear abl e, but was not the best. The key pad
which is a small hand held type renpte was very

wel |l addressed with brail for each of the
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buttons expl aining what button is being used for
and there was no problens with her using the
machi ne to vote.

We did certify what she did put
into the machi ne for her requests did come out
on the paper for what was inputted by her. The
machi nes to nmy right.

MR. WOODBRI DGE: Bef ore we go
ahead you said machines to your |eft which
machi ne are you referring to, is that referring
to the Sequoi a Advant age machi ne.

MR. M LLSTEIN: That would be the
| ar ge machi nes over here.

MR. WOODBRI DGE: On the front
left?

MR. M LLSTEI N: Yes.

MR. WOODBRI DGE: | want to make
sure for the record we understand what machi nes
you are pointing to with regard to coments.

MR. M LLSTEIN: The machines to ny
right. Those also are usable machi nes by both a
wheel chair user as well as someone who has a
visual impairment. The machines do rise up and
down.

MR. WOODBRI DGE: M. MIIstein,
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t hose machi nes on the right-hand side are the
Advant e machi nes, not these ones. The ones we

are concerned with are just those ones over

her e.

MR. MLLSTEIN. So |I guess in
closing -- so we are only going to be speaking
the machines to the ny left. Those machines are

usabl e for both a person who is a wheelchair
user a person who woul d have a visual inpairnment
being youth rise the machine. The machine is
wor kabl e readabl e has voice activation for both
t he voice synthesizer as well as the

i nstructions.

Everything that was inputted by
the user did certify by paper trail so at this
point | would say yes, this would be a certified
machi ne to someone with a disability.

MR. WOODBRI DGE: Thank you very
much for your input.

Why don't we take a five-m nute
break and then we will come back we will take
public coment. | would suggest that we have
si x people signed up for coments.

Now, if you do want to speak don't

forget to sign up so we will reconvene in five
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m nutes and take the public comment in the order
si gned up.

Thank you.

(VWher eupon, a short recess was

t aken.)

MR. WOODBRI DGE: Before we go into
public session and get public coment,

M. Flem ng and M. Mahoney have one or two
questions to ask so while everyone getting ready
Il will ask M. Mahoney to go first.

MR. MAHONEY: The question | have
during the prelogic and accuracy test when the
technicians are setting up the machine if the
VVPRS al so tested at that tinme?

MR. SMTH: Yes, it is the
procedures that we have given in the
jurisdictions, for instance, the Edge with VVPAT
call for the same testing that you do today with
VVPAT, however, we take the secondary step the
taking the VVPAT record matches the script
whet her its sinulation whether it be by manual.

MR. MAHONEY: Thank you.

MR. WOODBRI DGE: M. Fl em ng.

MR. FLEM NG A | ot of questions

we have had have been based on fixed in the
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firmvare and you said the firmware is being
tested by the federal government?

MR. SM TH: Yes.

MR. FLEM NG. |s there any reason
why NJIT couldn't get and test at the same tine
and answer all the questions?

MR. SMTH: There is two aspects
to that one. | believe it is clear that it
needs to be certified and gone through the
testing. Second, the timng of the regul ations
prohi bited that.

MR. WOODBRI DGE: We are going to
head into the public coment part of the area.
This is the last part and | appreci.ate your
pati ence especially those who want to speak.
Again, just to refresh our collective nmenories,

I f you have questions comments please address
themto ne.

You will do us a large favor if
you keep comments directed towards the issue the
comm ttee has to deal with, namely, whether or
not this particular piece of equipment meets the
St ate gui del i nes.

Havi ng said that we have a sign-up

sheet and | am delighted to ask those who have
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signed up to cone in order and | will start out
with Penny Venetis fromthe public advocates
of fice.

MS. VENETIS: | just want to nake
one m nor correction before | speak. M nane is
Penny Venetis, that is true, but | actually am a
| aw professor at Rutgers Law School. | am not
with the public advocates office.

MR. WOODBRI DGE: My apol ogi es.

MS. VENETIS: In ny capacity as a
clinical professor at Rutgers Law School, I'm
al so | ead counsel in a |lawsuit call ed Gusciora,
versus Corzine which many people in the room
m ght be famliar with and that |awsuit
chal l enges on constitutional grounds the -- |I'm
going to continue the |awsuit Gusciora, versus,
Corzine was filed in 2004 and chal |l enges on
constitutional grounds the use of electronic
voting machines in the State that do not produce
a voter verified paper ballot.

| would like the record to reflect
my strong belief that this comm ttee should not
certificate the AVC Advantage printer that has
been denonstrated today and that AVC Advant age

shoul d be replaced with optical scanners that
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scan paper ballots. Since the Help America Vote
Act was passed by Congress in 2001 and states
began spendi ng money on audi bl e electronic
voting machi nes, conputer scientists have
offered study after study that electronic voting
machi nes can be tanpered with to mani pul ate the
el ection. That vulnerability is the thrust of
the Gusciora lawsuit. Because of the
vul nerability pose for our nost fundanental
right to vote by electronic voting machi nes our
own State |egislature now requires that every
voting machine in the use in the State produce a
voter verified paper ballot by January 1st,
2008, which is a short five nonths from now.

As | have maintained since the
Gusciora lawsuit filed in 2004, New Jersey's
el ectronic voting machi nes cannot be trusted
with the right to vote. The Sequoia AVC
Advant age, which is nost comonly used
t hroughout the State could be mani pulated fairly
easily. In deed Professor Andrew Apel of
Princeton University was able to break into
control panel and renmove the ROM chip of AVC
Advant age whi ch contains val uable information on

how votes are cast and stored and tallied in a
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matter of seconds. Professor Apel made front
page news when he purchased five AVC Advant age
series for less than seventeen dollars each from
an Internet clearing house called govdeal s. com

This purchase nmade cl ear that
anyone can buy the very sane el ectronic voting
machi nes used by the majority of the voters in
the State and that anyone can tinker with them
and |l earn how to mani pul ate themto throw an
el ection.

Unfortunately, despite evidence of
its many vulnerabilities, the software of the
AVC Advantage has still not been tested. The
NJIT contract that we spoke of for .many hours
today did not require testing of the software.
It only requested testing of the hardware to see
whet her or not the hardware performs. This new
testing of not only hardware and software |
believe is mandated by Title 19 given that we
have heard repeatedly today that new software
was i ntroduced to operate the voter verified
paper ballot printers and that new software wear
has been introduced to make the machi ne
conpliant with the |egislature's January 1st

requi rements.
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So | request that this commttee
not only exam ne the firmware, but al so exam ne
t he software because it is new and Title 19
requi res that when nodifications are nade to
voting machi nes, regardl ess of whether they are
el ectronic or nonelectronic, that the entire
system has to be recertified and that does not
appear to have been done or to even have been
di scussed today.

W t hout such certification, these
machi nes cannot be used given that they have
been nmodified so substantially.

Addi tionally, Cyber Labs which
Sequoi a has used to certify its software has
been permanently decertified by the federal
gover nment .

Now, M. Wbodbridge, you asked
some follow up questions about the certification
and the Sequoia representative very definitely
refused to truthfully give you information. He
said that there are sone software that is being
tested or some hardware being tested by Wly
Labs, but the firmware nmy understanding is has
been used in the past was tested by Cyber. In

July of 2006, Cyber was decertified by the
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federal governnment and only a few weeks ago was
permanentl|ly decertified by the federal
governnent. The reason Cyber lost its
certification was that it is was not applying
its own standards in testing the voting machi nes
and the governnent felt that any reports that
were issued by Cyber were not -- indeed did not
reflect whether or not the voting machine did

I ndeed neet safety and security guidelines and
federal qualifications.

So | ask that you follow up with
some questions about what portions of this
machi ne that has been denonstrated today was
tested by Cyber Labs.

The NJIT team outlined twelve
critical problens that arose during the testing
of the printers and should give this commttee
pause and cause it to reject the printers. |
will not go into detail on those twelve
exceptions because we have spend the entire day
di scussing them

VWhat | do want to point out though
Is that those twel ve exceptions and the answers
given by the Sequoi a representative makes very,

very clear that these machi nes are not ready for
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State certifications. These machi nes and the
printers that have been denonstrated do not neet
t he new gui delines that were pronul gated by the
New Jersey Attorney General's Office and I won't
go into the specifics or problens with what |
beli eve exist in the guidelines. | have done
that in witten comments and that is not the
subj ect of today's hearings, but based on the
gui delines that actually exist there are serious
probl ems and reasons why this commttee should
recommend that the voting machi nes shoul d not be
certified.

Now, members of the Sequoia team
have told the State several things they said
that certain parts exist to make the machi ne
t anper proof, but those parts were not provided
to the NJIT teamuntil after the testing had
been done. We will only have the NJIT s team
results to go by. We don't know whet her or not
t hose tanper proof seals exist or not and until
further testing is done we really won't know
whet her or not that very critical security issue
that was raised by the NJIT team can even be
resol ved.

Secondly, there have been several
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menti ons made the software that is in the
process of being devel oped that we have heard
will be made available to the NJIT teamthat

m ght renmedy some of the problenms that the NJIT
team recognize with the printers. WelIl, again,
first of all, the software won't be nmade

avail abl e for another two to three nonths. That
I's what was estimated. That brings us
dangerously close to the January 1st, 2008
deadl i ne.

Secondly, again, we don't know
whet her or not the software will indeed solve
probl ems that was raised by the NJIT team and we
have absolutely no way of verifying that until
It is provided to the State and that software is
tested to see whether or not it addresses the
NJI T team concer ns.

Third, again, since this is a
nodi fication of software that we are talking
about when this software if and when it is
produced, it will require a conplete and tota
recertification of the entire voting nmechani sm
Not just a test of the hardware to see how many
votes it processes, but an entire testing of the

sof t war e.
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Finally, the NJIT teamtested a
very small nunber of voting machines. Conputer
scientists have made very clear that each voting
machi ne contai ns software that can be
mani pul ated and altered in very specific and
uni que ways. Therefore, each voting machi ne has
to be certified and the software has to be
certified.

| also asked the commttee to ask
further questions about the barcode issues that
had been raised. | am not a conputer scientist,
but | have been working very, very closely with
computer scientists who | ooked at NJIT reports
an al so had serious questions about the barcode
I ssue and whet her or not you could actually
mat ch a barcode with a specific machine.

Barcodes can be very, very easily
mani pul ated and | will provide the comm ssion
with a certification that was drafted by one of
my expert witnesses, Andrew Apel of Princeton
Uni versity who took issue with the barcodes that
exi st.

| also want to say that according
to the contract between the State and NJIT,

there was no testing of the barcode required to
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make sure that there was an encrypted barcode
t hat was secure.

So | would recommend that the
State if the State goes interested in that
pursui ng that issue further that the contract be
expanded so that the NJIT team can really
determne with certainty how secure the barcode
Is. That is particularly inmportant because if
you are going to have -- if you are going to
count the voter verified paper ballots which is
the official ballots using a barcode scanner
t hen the barcode has to be secure plus the
scanner has to be tested to make sure the
scanner hasn't been mani pulated. So | wanted to
rai se that issue for the commttee.

As mentioned earlier the problens
that were identified by the NJIT team al one
warrant the rejection of the entire systemthat
has been presented to the commttee today and
that is the subject of these hearings. The AVC
Advant age printer reveals itself to be unsecure
unreliable and explicitly and specifically fails
to nmeet the State mandates.

Surely this is not the systemthat

the | egislature contenpl ated when it mandat ed
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all electronic voting machi nes produce voter
verified paper ballots to instill voter
confidence. It would be a tremendous waste of
t axpayer dollars at this point to spend any
funds, in particular, dozens of mllions of
dollars to purchase this faulty system

So, again, | urge the commttee to
reject the systemthat's been presented. | am
pl anni ng and have spoken to the chair of the
comm ttee about submtting witten coments and
el aborate further on the comments that | have
made today. | also in addition to asking the
commttee to ask the menbers of the Sequoia team
about the Cyber Certification Group and al so
about the barcode.

| also ask the commttee in making
Its determ nation as to whether or not to
certify these machines to take into account
Sequoi a Corporation as a whol e and whet her or
not it is a credible corporation whether or not
it is an honest corporation. There have been
several representations made today that are
simply not true. One representation is that
Sequoia is a U S. corporation. It is not, it is

a Venezuel an corporation that was under federal

ROSENBERG & ASSOCIATES, INC. (973) 228-9100
www.rosenbergandassociates.com



© 00 N oo o A~ w DN P

N RN N N NN P R R R R R R R R
g A W N P O © © N O OO M W N L O

149

I nvestigation and the Venezuel an Gover nnent,

rat her than conmplying with various federal

I nvestigations, said it was selling off Sequoia

so that it wouldn't have to respond to

governnent al questions concerni ng hol di ngs of

t he corporation by the Venezuel an Gover nnent.

In addition, there is ongoing federal

I nvestigation on fraud. Charges against the

corporation that is independent fromthe

I nvestigation into whether or not elections

should be run by a foreign owned corporations.
The other issue representation

t hat have been made deal with the usage of the

AVC Advantage. Yes, it has been used in several

states as has been the Edge, but it also has

been decertified by several counties and states.

Loui siana is selling off its Advantage machi nes.

It doesn't want them anynore and that is indeed
how Prof essor Apel got the machine off the

| nternet because it was being sold off and

di sregarded by the State of Louisiana. Thee
have been nmultiple problems with the Sequoi a
machi nes. I n Chicago is another place that was
mention. Front page New York Times and ot her

newspaper headli nes when Cook County was using
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t he Sequoia machines for the first time they
were breaking down and there were findings that
m srepresentati ons had been made during the
purchase phase. |In Mercer County al one

m srepresentati ons were made about when certain
products, the voter verified paper ball ot
counter would be available. It was prom sed
five years ago.

Again, this should all go into the
picture of the commttee in determ ning whether
or not it should spend good taxpayer dollars on
t hese machines that do not on their face neet
State certifications requirenments and, again,
am goi ng to supplenment these coments with ny
written comments and | thank the members of the
commttee for their kind attention.

MR. WOODBRI DGE: Thank you very
much. | understand that the written comments
will be provided within the week, is that right?
Thank you very good comments.

In the interest of noving things
along, | think it is smart that get everybody's
input. If there is any reaction to the response
by Sequoi a representative or commttee that wll

be the best time to do it so they have their
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chance to say their peace.

I's Flavio Kower here.

MR. KOWER: M. Wbodbridge and
menbers of the commttee, good afternoon. MW
name i s Flavio Kower, deputy public advocate.
The m ssion of the Department of the Public
Advocate is to make governnent nore account abl e
and responsive to the needs of New Jersey
resi dents.

The public advocate's m ssion is
to act as a voice of the people on a range of
critical issues and that vigorously inmpact the
public. The public advocate appears in these
proceedi ngs pursuant N.J.S. A 57:27W9, which
among ot her things, authorizes the Department to
protect the public interest by participating and
Intervening in adm nistrative proceedings. W
al so appear pursuant to our rights as a nenber
of the public.

In furtherance of public advocates
m ssion, the public advocate is undertaking the
voting rights canmpaign. On the issue of voting
machi nes specifically for nonths the public
advocate has consistently taken the position

that it is necessary to have rigorous State
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| evel certification of our voting machines.

That includes specific standards define what
that rigorous testing is, that the conplete
machi ne be tested and the test sinmulate election
day conditions.

The department in some is working
to create a systemin which all voters can
justify being confident and we present these
conmments today to address the questions of
whet her the use of the Advantage machi nes and,
in fact, creates a situation in which voters can
justify the confidence of their election
machi ne.

My col |l eague, Alex G.ad, sitting
tonmy left here will bring up to you a number of
exhi bits that we have prepared nunbers one
t hrough sixty-seven. We will not be using
thirty-eight, thirty-nine, fifty or sixty. W
wi Il provide exhibit sixty tonorrow.

This list of exhibits with the
exception of last five was comunicated to the
Attorney General on the nmorning of Thursday,
July 19, in fact, |I mght add before the NJIT
report was, in fact, issued and | would sinply

make reference to that as well as to our prior
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letter to the Attorney General of July 16 as
part of the record of this case. W, of course,
reserve the right to introduce additional
exhibits or testimny as further evidence maybe
i nduced in the course of these hearings.

M. Chairman, in this age of
el ectronic voting, the thorough and scientific
testing and certification of voting machines can
make a difference between a fair election and an
unfair one. The right to vote is the hall mrk
of citizenship, the foundation of denocracy and
it is too inportant to be left on machines that
may mal function, printers that may jamor to
hackers who may seek to alter election results.

As | nmentioned before, the public
advocate has for many nont hs been urging the
Attorney General in the State chief election
official to ensure adequate testing and
certification of voting systens that we all use
in upcom ng elections. This mandate is
especially present as the State prepares to the
comply with the statute that takes affect in
January 1, 2008 requiring paper records of sone
sort in all voting machi nes whether through DRE

or through different systens where the voter
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mar ks a paper ball ot such as an optical scan.

I n any events, the State nust
purchase and install more than ten thousand
voting machine printers or sim/lar paper based
syst ens.

While the Attorney General has
taken the step of seeking independent testing of
the printers under consideration, the public
advocate continues to have serious concerns
about both the standards under which the testing
t ook place and the results of this test.

The comm ttee is now receivVving
evidence to determ ne whet her those printers
proposed for the three voting machi.nes used in
New Jersey have been thoroughly tested. The
this commttee will then make a determ nation to
the Attorney General. As a result, the
guestions before the voting machi ne exam nati on
commttee is, therefore, whether Sequoia has net
its burden by proving by at |east a
preponderance of the evidence that the Advantage
in this case which has been proposed for use in
New Jersey by January 1lst, 2008 nmeets all the
statutory criteria applicable for the voter

verified paper record system In particular,
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our focus is on five of these criteria.

Number one, the machi nes have been
t horoughly tested.

Number two, that the machi nes are
found to be reliable.

Nunber three, that they are found
to guarantee secrecy to all voters in the act of
voti ng.

Four, will correctly register and
record and accurately count all votes cast and,
five, that each voting machi ne shall produce an
i ndi vi dual permanent paper record for each vote
cast which shall be made avail able for
i nspection, verification by the voter at the
time the vote is cast. Based on the record
presented, M. Chairman, Sequoi a has not nmet
t hose el ements.

The need to conpletely and
t horoughly test voting machi nes and their
printers prior to election day is clear when one
considers the history of these devices. In
records we have submtted, we have denmpnstrated
various recent elections where printers in
particular as well as other conmponents of voting

machi nes have failed, sometinms on a massi ve
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basi s.

VWile it's true not all these
exanmpl es represent products of Sequoia or
represent products of the Advantage, we
neverthel ess have an instance in the 2006
primary el ection held in Ohio | ost ten percent
of the paper ballots and in the November 2006
el ection, a county in North Carolina experienced
problems in about nine percent of printers
t here.

Agai n, while not Sequoia printers,
the fact that manufacturers who are supposedly
enjoy the benefit the federal testing have their
printers fail denonstrate the thoraugh State
testing i s appropriate to determ ne whet her
sim |l ar debacles would occur here in New Jersey.
The | esson to be learned fromthis, therefore,
Is readily apparent. Because voting machi nes
and printers present risk of malfunctioning and
breaki ng, proper rigorous an scientific
st andards and proper rigorous and scientific
testing are required.

The current record fails to
establish the printers confirmto State | aw and,

t herefore, the public advocate reconmends that
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on the record as it now exists these printers
not be approved. The criteria the State
promul gated for evaluating the reliability and
accuracy of these printers is really a problem
in the process of evaluating printers. These
criteria do not establish any definition of
failure or failure rate. Therefore, testers
cannot know what mal functions or other problens
count as failures or when the nunber of such
probl ems ampunts to a failure of the system

In our April 16, 2007 comments on
this issue which are in the record, we make
clear that this represented a violation of |egal
requi rements of the State that machi nes be
t horoughly tested. You m ght consider this as
sort of an analogy. A professor is giving
sonebody a test, he should | et people know what
t he passing grade for that test is and the
State's criteria don't say if a machine fails X
nunber of times in Y number of hours of testing,
the machine is a failure. It is unfair | think
both to the manufacturers as well as the public
to issue this test w thout stipulating the
passi ng grade.

In contrast to the New Jersey
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st andards, credible national organizations have
recommended standards for voting machine
certification. W address these in our
comments, but the Federal Election Assistance
Comm ssion, for exanple, in its 2005 voluntary
voting systens guidelines and its 2002 voting
systenms standards says that a voting system
should not be certified if a part of that system
mal functi ons nore than once after one hundred
sixty-three hours of voting and those standards
are reproduced in the record.

The National Institute of
St andards in Technol ogy, in fact, goes even
further and they say a system shoul.d not be
certified if a device within that system
mal functions nore than once for every ten
t housand voters.

The State did not adopt these kind
of standards or nmeet any kind of standards for
determning the failure rate, nor did the State
follow the recommendati ons of these credible
nati onal organi zati ons on how to performtesting
to verify conpliance criteria. 2005 vol unteer
systenms gui delines, for exanple, mkes cl ear and

this is also in the 2002 -- I'"'msorry voluntary
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voters system gui delines makes clear that in
order to verify clients with this requirenent
machi nes ought to be tested for at | east one
hundred si xty-ni ne hours.

Anot her exanpl e of rigorous
testing methods is fromthe State of California
where they | ook a hundred machi nes for six hours
and have voters manually cast one hundred ten
ball ots on each machine. |If one percent of the
machi ne fails to count the vote properly or
three percent of the machi nes have failure such
as powering off of the machine or paper jamthat
t he operating system of the machi ne cannot
greatly manage the machine fails. The criteria
for voting machi nes adopted by this State in
which NJIT did not use this kind of nodern
scientifically accepted nmet hodol ogy for testing.

VWhat the State did instead was to
pi ck and choose from sel ected portions, not very
detail ed and rigorous ones of the 2005 federal
guidelines and to ask NJIT to test to those il
defined and nonri gorous standards. W did not
test for one hundred sixty-nine hours. As best
we can tell fromthis report, there was a twelve

hundred vote test sonmewhere on the order of
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ei ght or nine hours and fourteen hour test took
fourteen hours for a total somewhere between
twenty and twenty-five hours of testing or so.
Not withstanding the clainm of thousands of
hours have been devoted to testing. MWhat | can
see fromthe NJIT reports is those were the two
tests, the two volunme tests at issue which were
performed.

In fact, if these kinds of
standards had been in place, what you have seen
with the Sequoia machines is that they woul d
| i kely not have passed. While | respect NJIT s
views that the printer jam m ght not have
resulted in the loss of fifty-six votes, | wll
accept for the sake of argunment that
representation. Nevertheless, after in the
twenty-five or so hours of volume testing that
were done the machi ne jammed once. Janm ng
after nine hundred twenty-two votes in a twelve
hundred vote test. So if the federal standard
one in one hundred sixty-three hours had been in
pl ace or in the NI ST standard of ten thousand
voters had been placed or even if the physical
standard of one percent and three percent of the

machi ne had been in place, that would have
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resulted in a failure and it is unfortunate that
the State did not list and test to those
particul ar standards. Those standards being
scientifically accepted, nodern, appropriate for
printer testing.

I would al so add and the professor
mentioned this before. | want to add to this as
well. G ven the testing appears to have focused
on the printers alone rather than the system as
a whole, this is somewhat problematic. Under
State | aw any change to a voting system that
i mpairs the efficiency of the voting system
means the entire system has to be retested and |
woul d refer you to both the 2005 gui delines as
well as Exhibit 36 and, frankly, what doctor --
It was a Sequoi a representative that nmentioned
the addition of the VVPAT additional work to the
vot er.

So what you have is the addition
of the printer requires you to recertify the
entire system before it can be used again in the
State. Again, there is no evidence in the
record of the meaningful review of this machine
software or source code. | understand there is

representations that some kind of exam nation is
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underway, but it has not been conpl eted as of
yet. Vhich woul d suggest to ne that thorough
testing in this record has not occurred.

Let me just address sonme of the
exceptions that NJIT noted in its report. First
of all, it was said | think w thout conviction
t hat once the voter recess the button to cast
their third ballot, the ballot cycles through
t he machi ne wi t hout stopping and it cycles
t hrough in a manner that the voter does not have
sufficient time as doctor she stated before.

The voter does not have sufficient tinme to | ook
at and confirm whet her those votes were
accurately cast. Again, the N J.S. A 1948 VVPAT
and what they are supposed to do that presence a
real problemwi th the statute as well as the
testing as performed by NJIT.

It was al so stated before that
voting machi nes do not al ways display the proper
di agnosis of a problem There is really know
evidence to contradict that. The evidence |
think is that a update of that software is in
testing, but as it stands right now it does not
meet that criteria.

I woul d al so speak briefly about
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exception twelve. | nmentioned this before about
t he paper jam Even if you accept that the jam
woul d not have resulted in a |loss of fifty-six
votes in a real election if you accept that
there was still a jamand it occurred in |ess
than time frame prescribed for failure by the
DSS, the voter verified system guidelines as
wel | as NI ST standards.

In sum M. Chairman, voters
deserve reasonabl e assurances that the machi nes
and printer are reliable accurate private and
secure. Statute requiring a paper record has
been replaced since July 2005. W are very |ate
in that process. | also want to raise the
concern that the NJIT reports were replaced |ate
on any after noon in the public and here we are
on a Tuesday nmorning. That presence a serious
| ssues as to whether the public and advocates
had enough time to road those reports, prepare
to respond and it causes nme great concern that
t hese hearings nmove forward so precipitously and
so soon after the reports were published. W
previously articulated that to the conmttees
counsel so | am not going to repeat that again

t oday, but suffice it to say that three reports
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have nore than a hundred twenty pages each is a
little bit to digest in the course of one
busi ness day.

For the reasons | have stated for
t he reasons in the docunents presented Sequoi a
has not net its burden of establishing their
system has been thoroughly tested found to be
reliable or correctly registers to report all
votes cast and applied to the mandate every
voter to register their vote. On the present
record the certification should be denied
wi t hout prejudice to return when it confirm ng
systemis presented.

MR. WOODBRI DGE: Thank you for
your comments. The timng is not good for
anybody.

Theresa Engel. M ke Van Pelt.
Ann Reu.

MS. REU: |'d like to thank the

commttee for allowing ne to speak. M nane is

Ann Reu and |'ve cone from Montclair, New Jersey

| am a menber of Blue Wave New Jersey, a grass
roots political organization.
We have been concerned that any

voting system be secure, accurate and reliable.
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In short we want every vote accurately counted
and in such a manner that the electorate w l
have total confidence in the results of al

el ections.

To this end, we have attended
meeti ngs of our county Freehol der Board. W
have contacted our |ocal election officials. W
have revi ewed the purchase contracts between
Essex County and Sequoia. We have repeatedly
requested an opportunity to view and test the
proposed printer which is the subject of this
heari ng. Despite these requests, no access to
the printer was given until today July 24, 2007
when the hearing is taking place.

Additionally, the report of NJIT
whi ch tested the printer was not avail able until
the end of |ast week. We wish to express our
great concern and dismay that the procedure.

I nstead of transparency and openness we feel

that there is only the illusion of a fair
process. That being said and with the
under st andi ng we object to the framework of this
hearing, we would |like to note the follow ng
egregi ous shortcomngs in this system which are

obvious even with the limted opportunity
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afforded to observe the machi ne and prepare for
t his hearing.

No real world testing has been
done. Instead of having a | arge number of
machi nes tested by average voters operated by
regul ar poll workers under conditions
approxi mati ng an actual el ection, three probably
brand new machi nes were tested under | aboratory
conditions. We have no way of calculating the
probable failure rates based on these tests.

The underlying machi ne has not been properly
certified.

Additionally, even the inadequate
certification of the machine previaously done is
no |l onger valid due to the nodifications made to
accommodate the printer. The entire val ue of
the printed record is that it be voter verified.
The fact that there is no opportunity for the
voter verification of the third ballot after two
have been rejected suggests clearly fatal to any
possi bility of accepting this machine.

This was the criteria set by the
Attorney General and despite of all the tinme
given to the manufacturer, they have not yet net

this mni mal standard. A voter verified ball ot
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requires to the voter can see his actual final
ball ot in the substantial number of instances
where the voter rejects his first two ballots.
There is no verification as of now. This nust
be corrected before the next el ection.

The failure to denmonstrate seals
and | ocki ng mechanisnms at this |ate date is
anot her cause for concern. A follow up
denmonstrati on should be in order to see the
prom sed changes.

As noted, there was insufficient
opportunity to review the report and observe the
devices to bring an exhaustive disposition of
their deficiencies, however, it is clear that
t he machi nes not only have not been properly
tested, but even the tests done have
denonstrated fatal and egregious flaws. The
proposed purchase of these machi nes shoul d not
go forward.

The voting machi nes have not been
nodified to confirmwi th the m ni mal
requi rements necessary to safeguard the
el ectoral process. For far |ess expenditure of
public nonies, we can use a paper ballot with

optical scan counters and avoid the possibility
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of fraud and mani pul ati on i nherent in the
proposed system We nust do as was done in
Fl ori da, Maryl and and other jurisdictions and
put the security of the vote first.

We strongly urge the proposed
devices be rejected. Thank you.

MR. WOODBRI DGE: Thank you very
much for your comments.

Mary Ellen Marino.

MS. MARI NO: Thank you. Thank you
very much. Mary Ellen Marino, Ma-r-i-n-o. |
have to thank the other public testifiers
because they have worked | ong and hard and have
given me a lot of information that | didn't have
before, but | nmust admt that | was appalled to
wal k in here at 9:00 o'clock and find out
I mmedi ately fromthe Attorney General that the
machi nes had al ready been deci ded on that they
wer e al ready okay and then by a few m nutes
before 3:00 after spending three-quarters of the
a day | learned that that wasn't the case.

Not only were we only supposed to
tal k about the printers and the paper trail, in
fact, it hadn't still been decided by the

Attorney General whether these machi nes were
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acceptable or still in negotiation.

But the fundanmental thing that |
want to do is just to submt an alternate. This
Is unfortunately national nunbers of voting
districts and cost, but to submt sone cost
i nformati on on hand counting the ball ots and/or
optical scanning the ballots because clearly if
what we want is the integrity of the vote and we
have been hearing nore and nore and nore about
vote stealing, vote fraud and election fraud and
abuse that we nust do what we can and that is to
have a public control of the elections publicly
counted and not hidden in sone unverifiable
code.

| happened to work in the State of
New Jersey when we brought in conmputers
twenty-five years ago and we brought the Wang.
The WAng doesn't even exist anynore and it is
ki nd of the exanple of what we are doing now.

We are buying with big dollars machi nes that
haven't been tried and tested and true. |If this
machine as | | earned 3:00 o' clock was tested and
approved by the State in 1994 and they
continually and at this very nmonent is making

nore changes. Then we haven't really tested and
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approved the machi nes that you are tal king about
havi ng us use this year.

So | amjust going to submt this
docunentation and |I thank you very much for
| i stening to ne.

MR. WOODBRI DGE: Thank you for
your very nice well targeted comments. Thank
you very much.

Ell en Sleeter and before we begin,
there were two people who signed up whose nanes
appear here, but don't appear to be present so
if there is anybody that we overl ooked, please
l et me know.

MS. SLEETER: Hi, my nanme is Ellen

Sleeter. Battery failure, does that ever
happen. My nanme is Ellen Sleeter. | am from
Mapl ewood, New Jersey. | am active and an

organi zer of Essex County Denocracy for Anerica.
We and Bl ue Wave conprised of voter task force
in Essex County to try to assert nore
i nvol vement in the acquisition of the voting
machi nes there.

I have one question which you can
answer at your |eisure because | amthe | ast

speaker, but, boy, | want to hear the answer and
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then three comments and | will start with a
gquesti on.

MR. WOODBRI DGE: All questions to

t he Chair.

MS. SLEETER: The question is
about digital signatures. Now, | heard -- |
read very clearly what | understood in NJIT' s

response to their testing which was that the

I ndi vi dual ballot record did not contain a
digital signature. | heard in clarification
coments twice from Sequoi a that yes, that was a
true observation that there was a digital
signature for the aggregate for that machine,
but later in this course on the sanme topic |
heard from anot her person in Sequoia that yes,
there was a digital signature at the barcode

| evel and, therefore, the barcode | evel
represented the individual ballot so that seens
to me to be in contradiction.

So | would like to be clear about
whet her this did pass the test of having the
digital signatures at the ballot level currently
not in firmvare that will be available in two to
three months. So that is the question.

Comment s. | | ooked at the Sequoi a
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Advant age when | was first denonstrated at
Turtl e Back Zoo in Essex County that was sone
years ago and tested immediately. | have an IT
background. | worked in IT since the seventies.
| know about the Internet since many of you were
born. | tried to wite in mechani sm and was
appalled at the inability once having stated a
wite-in that | couldn't sonmehow recall it. |
couldn't neither change it nor could |I even see
what | had witten in.

Now, in this denonstration day.
The good news is that you can on the paper
bal | ot see what you have written in. The bad
news is that it was very difficult froma user
I nterface standpoint and that is something |
know sonmet hi ng about to know how to make that
change. | rejected the ballot, | sawit. |
can't recall -- 1 couldn't figure out how to get
nmyself into a reset nmode on the wite-in itself.

| finally did get nyself into
reset node and I am not sure how | did. That |
m ght have just changed the buttons and then it
gave ne -- in the little panel it gave ne these
arrows where | could accept it or reject it.

These arrows were pointing to something that was
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unclear to me. So rejection was on the |eft
which is good for DFA and | pressed sonme buttons
and ultimately rejected the wite-in and got a
chance to wite it again. This is very hard. |
am a conputer geek. You don't see ny propeller
head, but it is there. That is a problem

Three strikes | nust register ny
utter dismay at the inability to verify as
presented the third attenpt at the ballot. W
understand that the | egislation says you can't
change it, but the absolute assurety that
Sequoi a presented about the fact that because it
says you can't change it, you don't need to
verify it because it is a done deal. That is
not okay. That is not good busi ness.

The section 6C2 quote | heard the
vendor shall submt a certification that the
VVPRS satisfies the State criteria and Sequoi a
said yes, they have submtted that. But how can
you submt a certification that you satisfy the

criteria when the NJIT report says that clearly

you have not. So maybe | don't understand that
process. | don't perhaps understand the
process.

Lastly, | urge you to reconsider
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t he Sequoi a Advant age processor itself because
It is certainly changed and it has been not we
think credibly certified as a voting machine
itself. We think this is a great opportunity to
save the noney that you would have spent on
retrofitting the Advantages with this printer
and go to paper ballots that are counted using
optical scanners.

Thank you.

MR. WOODBRI DGE: Thank you very
much. Do we have any other input fromthe
public?

Okay, seeing no input | ask the
vendors in they have any coments they woul d
li ke to make in response. VWhy they are
caucusing, | amgoing to ask the commttee if
t hey have any questions to ask.

MR. CHAGARIS: May | ask the -- ny
name i s Arthur Chagaris on behalf of Sequoi a.

I'd Iike to request that whatever
docunment ati on has been submtted to the
comm ssion today by the public advocate or woul d
be submtted apparently by Ms. Venetis and the
other witness that we al so get a copy of that

I nformati on so we may have an opportunity to
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review it if that is appropriate.

MR. WOODBRIDGE: |'m going to ask
t he public advocate, are their copies that can
be provided to the vendor?

MR. KOWER: They are not copies
of publication if they are requesting the
exhibits in as something we can provide probably
t onor r ow.

MR. WOODBRI DGE: | think that is
what he is requesting and also in fairness to
t he public advocate provided us with a |ist of
what these docunments were going to be | presune
that is the same list as consistent with the
docunments that we have.

MR. KOWER: Yes, sir, | think the
| i st was one through sixty-seven.

MR. WOODBRI DGE: So maybe if you
could provide the |list sooner rather than | ater
and get the follow up docunents to themin the
day or two.

MR. CHAGARI S: Al so, with respect
to the other two witnesses that they had follow
up statenents, we'd |like to get those statenents
as well.

VR. WOODBRI DGE: | understand that
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the professor is going to get us comments by the
end of the week, is that right, and Mary just
gave us your's, correct, so | think the answer
to that question is could you arrange to get a
copy to the attorney over here.

MR. CHAGARI S: As to the other
comments that were made at this time, I'd |ike
to present M. Adol ph Romei as to sort of |egal
I ssues and thereafter the other representative
from Sequoi a woul d present sone techni cal
| Sssues.

MR. ROMEI: Adol ph Romei on behal f
of Sequoia. There is a few m sinformation that
seemed to keep circulating. One is that Sequoia
Is not a U S. conpany. Sequoia is a Del aware
corporation with headquarters currently in
Oakl and, California.

MR. WOODBRI DGE: Get closer to the
m crophone.

MR. ROMEI: Sequoia is a Del aware
corporation. The managenent is Anerican. It is
based in Oakland, California at the current
time. It is not a foreign corporation.

Second itemthat seens to keep

comng up is federal investigations. To ny
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knowl edge as outside counsel Sequoia is not the
target of any federal investigation.

Third, the issue of foreign
ownership. Sequoia voluntarily or | should say
its parents voluntarily filed a application it
is my understanding that that application has
been resolved there is no ongoing investigation.

If there is any further questions
the comm ttee has.

MR. WOODBRI DGE: You said there
are some technical coments.

MR. SM TH: M . Chairman, just a
few comments. There have been some significant
coments. The question to be said .about on page
six of the October 2006 federal certification
|l etter regarding it clearly indicates on page
six this is given to the Attorney General that
W/l e Laboratories did an assessnent on the
Advant age firmvare. That is clearly obviously
what you heard earlier, but it is here on page
Si X.

MR. WOODBRI DGE: VWhich firmware
are you tal king about that Wle did that testing
on?

MR. SM TH: About the Advant age.
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MR. WOODBRI DGE: On this machine
here?

MR. SMTH: On that machine so
that is contradictory to what we heard.

There was some di scussion on
barcode encryption. Barcode encryption is not
in the regulations. It is not required anywhere
so | amnot sure why that is brought up as an
| ssue.

The question that was asked, the
short summary version is that if the electronic
records and when the polls are closed have to be
signed. The barcode of each individual which is
what is on the paper and not in the units have a
aut hori zation for every cast vote record. So

those two are not contradictory because the

records are in different places. |If you still
puzzled, | will be happy to speak to you about
it.

I think that is all | have for the
technical issues. |In ternms of just a short

summary of my remarks going back to the very
begi nning of the day with NJIT and the testing
that they did was thorough and it was indeed

rigorous and the public advocates to state that
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trying to disclaimthat they are not. The

machi nes tabul ate accurately and that they are
able to tie in in four places where the voters
intent is recorded in the machine and the paper
record which by the way, it is viewed by the
voter and it is thus independent of the software
and the machi ne which is nore nodern.

The fact i s paper record and voter
gets to see it and it can be recounted and it is
protected with both physical and procedural
security and electronic security so that we know
t hat we can trust.

MR. WOODBRI DGE: Ckay, is there a
short comment? Okay, we have got to wrap up
because we have got two nore days.

MS. VENETI S: Yes, thank you very
much and this is just a follow up conment. This
I's Penny Venetis from Rutgers Law School. Two
I ssues. The federal investigation there is
still an ongoing federal investigation on
bri bery charges. The M am Herold has
docunented this quite well and continues to
document it.

Sequoia is a holding of a

Venezuel an corporation. That is why it was the
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subj ect of a second federal investigation. The
conmpany, the holding conpany said that it would
sell off Sequoia rather than continue to conply
with a request fromthe federal government. To
my know edge, that sale has not yet occurred so
it is still a holding of a Venezuel an

cor poration.

| would ask this commttee to
specifically ask menbers of Sequoia whet her or
not Cyber has tested any of the software in this
machi ne perhaps maybe W/l e did test a conmponent,
but my understanding is fromletters sent to
Judge Feinberg by the Attorney General's Office
t hat Cyber was indeed the | aboratory that was
testing this conmponents.

So it is a very sinple question
and perhaps maybe W/l e did test some of the
components, but my understanding is that Cyber
al so tested conponents and did i ndeed test the
bul k of the conmponents and that information cane
directly fromthe Attorney General's office.

Thank you.

MR. CHAGARI S: Just a short reply
as far as the investigation is concerned. |

don't know how there is disclosure of any kind
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of federal investigation because it is ny
under st andi ng federal investigations are
supposed to be confidential, but we have not
been indicted for anything and as far as | know
we are not going to be indicted for anything.

So you can throw out | oosely in terns of federa
I nvestigation w thout any evidence that there is
such an investigation that we are a target or
anything, but it is just not the case.

MR. WOODBRI DGE: Okay, it is
getting towards the end. Make sure people
understand that this is not an easy
gratification exercise. W are to make sone
sense out of this and then give to the office as
soon as possible sonme kind of recomendati on.

Again, | want to stress that these
criteria are |onger better or worse, but they
are |l onger than we have had to deal with before
and this is a new aspect of what we had to do so
| request your patience as we try to sort
t hrough this and make some sense of it.

| do want to thank again NJIT for
sitting back there patiently in the hottest part
of the room and enduring this and hel pi ng us.

It's been extrenely valuable and | am sure you
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wi Il have us who are here including the audience
appreciate. This goes beyond the call | ask
Tony, the court reporter, a question how soon is
it likely we can got the transcript.

| just want is to rem nd people
t hat the second day hearing start tomorrow. |
assunme it will be at the same tinme so we w |
see you here at 10:00 o'clock tonorrow norning.
At that time we will review the pros and cons of
t he Sequoi a Edge machi ne which is the other
machi ne over there in the corner and | ook
forward to seeing you there.

Thank you very nuch for your

pati ence and thank you for attending.

(VWher eupon, the proceedi ngs were

concl uded at 4:20 p.m)
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CERTI FI CATE

|, ANTHONY HOFMANN, a Certified Shorthand
Reporter, and Notary Public within and for the State
of New Jersey, certify that the foregoing is a true
and accurate transcript of the stenographic notes of
said witness(es)who were first duly sworn by me, on

t he date and pl ace hereinbefore set forth.

ANTHONY HOFMANN, C. S.R.
LI CENSE NO. Xl 01854
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